Application Note:
Ping/Trace Tool

This document is a “handout” describing briefly the Ping/Trace Tool in a
SiteManager or TrustGate.

The document consists of standard instructions that may not fit your particu-

lar solution. Please visit our support website for more information
www.secomea.com

Version: 1.0, 2013
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1. Ping/Trace tool — TCP ping

1.1. TCP Ping — SA indicate that the port is open

Ping a valid device IP with in this case Remote Desktop enabled (TCP:
3389)

Log + HELP
+ Network + Extended + Ping/Trace

Ping/Trace
Use TCR v
Target: 172,16,16.223
Port: 23389
Source; v

TGP 172.16.16.223:3389

HPING 17Z.16.16.223 (ethl 172_16.16.223): 5 set, 40 headers + 0 data bytes

len=4& ip=17z_16.16.E2Z2 ttl=1Z8 DF id=44E817 sport=3389%9 flags358i| seq=0 win=6553E5 rtt=32.9 ms
len=4& ip=17z_16.16.EZ2 ttl=1Z28 DF id=44E537 sport=3389%9 flags seg=l win=6553E5 rtt=1.6 ms
len=4&6 ip=172.16.16.223 ttl=128 DF id=445L50 sport=338% flags3BA)seq=Z2 win=65535 rtt=1.6 ms

—-- 17Z.16_1&6.ZE3 hping statistics ---

3 packets transmitted, 3 packets receiwved, 0% packet loss
round-trip minfavg/max = 1.&6/Z2.4/3.9 ms

SA inducate that the port is open.

Status > Ping/Trace

This page lets you test connectivity using Ping or Traceroute, or by sending a TCP or UDP packet to a specific port.

e Target Address can be an IP address or a DNS host name, provided that DNS resolution is correctly config-

ured(System > DNS).

e  Source Address can be any (blank), or the IP address of a specific interface.
TCP specific note:

e No response means that either there is no host at the specified address, or that a firewall may have blocked
the packet.

e A response with flags=RA means that the port is closed.
A response with flags=SA means that the port is open and the server accepted the request.

UDP specific note:

e No response may or may not indicate a problem; even when the port is reachable and open, the target host is
unlikely to respond to a packet that most likely doesn't contain any valid protocol data.

e An "ICMP Port Unreachable" response means that the target host is reachable, but the port is closed (other
ICMP messages may also be received, e.g. from routers on the path).

Note: You will only be able to ping or traceroute through a VPN tunnel if the source address is within the "Local Net-
work" subnet as configured for that particular tunnel.
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1.2. TCP Ping — RA inducate that the port is not open:

Teerrarrager
sech

Status Info

Use: TCP W™

Target: 172,16,16,223

Poart: 443

Source:

HPING 172.16.16.Z2Z23
len=4& ip=17Z.16.16
len=4& ip=17Z.16.16
len=46& ip=172_1l6.1&

+ Network + Extended + Ping/Trace

Ping/Trace

TCP 172.16.16.223:443

tethl 17Z.16.16.223): & set, 40 headers + 0 data bytes

LEEZ £tl=1E8 id=47EF4 sport=443 flagsFPRA| seq=0 win=0 rtt=1_.4 ms
LEEZ £tl=1E8 id=47Z50 sport=443 flagsFRA| seqgq=1l win=0 rtt=1_.4 ms
223 £t1=128 id=47270 sport=443 flagsFPi| seq=2 win=0 rtt=1.4 ns

-—-- 17Z.16_16.223 hping statistics ---
3 packets transmitted, 3 packets receiwved, 0% packet loss
round-trip minfavg/max = 1.4/1.4/1.4 ns

1.3. TCP Ping — Device IP address is no available:

eerrarager
secbmed

Status Info « + T Is + GateM. g + MNebtwork + Extended

Ping/Trace

Use: TCP W
Target: 172.16,16,222
Port: 3389

Source: et

TCP 172.16.16.222:3389

+ Ping/Trace

HPING 172 16.16 222 {ethl 17Z.16.16.2E2): 8 set, 40 headers + 0 data bwtes

ICHMF Host Unreachable from ip=17Z.16.17.1 nawme=TUNENOWN
ICHMP Host Unreachable from ip=17Z.16.17.1 name=UMNENOUN
ICMP Host Unreachable from ip=17zZ.16_17.1 name=TUNENOIW

—--= 172.16.16.Z2¢ hping statistics ---

3 packets transmitted, 3 packets receiwed, 0% packet loss

round-trip minfavg/max = 0.0/0.0/0.0 ms
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2. Notices

Publication and copyright
Ping/trace Tool, Version 1,0, 2013

© Copyright Secomea A/S 2013. All rights reserved. You may download
and print a copy for your own use. As a high-level administrator, you may
use whatever you like from contents of this document to create your own in-
structions for deploying our products. Otherwise, no part of this document
may be copied or reproduced in any way, without the written consent of
Secomea A/S. We would appreciate getting a copy of the material you pro-
duce in order to make our own material better and — if you give us permis-
sion — to inspire other users.

Trademarks

TrustGate™ is trademark of Secomea A/S. Other trademarks are the prop-
erty of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to
the products described herein without notice. The publication of this docu-
ment does not represent a commitment on the part of Secomea A/S. Con-
siderable effort has been made to ensure that this publication is free of
inaccuracies and omissions but we can not guarantee that there are none.

The following paragraph does not apply to any country or state where such
provisions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTA-
BILITY OR FITNESS FOR A PARTICULAR PURPOSE

Secomea A/S shall not be liable for any direct, indirect, incidental, conse-
quential, or other damage alleged in connection with the furnishing or use of
this information.

Secomea A/S
Denmark

CVR No. DK 3136 60 38

EOmail: sales@secomea.com
WWW.SECOmEea.com
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