Application Note
DirectLogic/Koyo and DirectSOFT 5

This document guides you through the setup of proprietary vendor specific

software installed on you PC. Your supervisor may provide you with addi-
tional or alternative instructions.

The document consists of standard instructions that may not fit your particu-

lar solution. Please visit our support website for latest revisions of documen-
tation and firmware:

http://www.secomea.com
Version: 3.0, May 2012
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Prerequisites for This Guide

The following guide will assist you to setup a remote and online connection to
the Koyo equipment placed on the customer site using your DirectSOFT soft-

ware installed on your PC.

Prerequisites for this guide are:

" You have an operational LinkManager installed on your PC with a
GateManager certificate that allows you to connect to the SiteManager

agents.

= You have the Koyo software installed.

= You have the Koyo device agent installed and configured on the
SiteManager at the remote site, and there is access between the
SiteManager and the Koyo PLC. The PLC must be configured with agent

device type Koyo/Ethernet on the SiteManager.

If any of these prerequisites are not met, you should contact the person / de-
partment responsible within your own company or at the company responsible

hereof.

System Overview

The communication path is as follows:
DirectSOFT = LinkManager - GateManager - SiteManager - PLC.

This guide will elaborate on the components marked with bold.

The following system overview depicts a SiteManager 3229 at the customer lo-

cation:

Linkianager

INTERNET

Device Programming Software

)

GatelManager
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1. UDP/IP Access from Windows XP

The following describes how to connect the DirectSOFT 5 to a Koyo PLC
that is attached to a SiteManager via Ethernet. The description shows a
Koyo 205 series, but it could be any Ethernet enabled Koyo.

Note: A network attached PLC must be configured with agent device type
Koyo/Ethernet on the SiteManager.

1. Locate the agent that represents you TCPI/IP attached Koyo PLC

.—-;g&ﬂ& ﬂcu‘.t“u‘gp——_-r-‘ : ( |\

[ Logout | [ Services | [ Sniffer | [ Refresh |

ROOT.demo.Toplevel. EMEA.Denmark.CustomerF.Production Plant 1

El—— ROOT &7 B Sit=Manager3034 <Comnect all> @
B—v— demo 85" beckhoff* (SiteManager3034) - 172.24.2.198
El—— Toplevel ~ 35" Koyo 260 (SiteManager3034) - 10.2.20.40
.& Accounts @ Phoenix Contact® (SiteManager3034) -
172.24.2.128
O v EMEA ¥ .
93" ProfaceHMI (SiteManager3034) - 172.24.2.202
El—7— Denmark {3},; Rockwell Micrologic 1100* (SitesManager3034) -
Bl—v— CustomarF 172.24.2.120
= (si -
& Production Plsnt 1 {Qals;:;r;wdzerlgalsm (SiteManager3024)
.& Production Plant 2 i Siemens 57-200% (SiteManager3034) -
ast 172.24.2.129
D {537 Siemans1200* (SiteManager3034) - 172.24.2.205
€537 Wago* (SiteManager3034) - 172.24.2.135
Show all
[ Showsall | [ Expandall | [ Refresh |

javascriptdoACT(a3);

2. You will not see any activity on it yet. This only starts when you connect to the
PLC via your project (Make a note of the IP address of the PLC):

| Disconnect | [ Logeut | [ Services | [ Sniffer |

ROOT.demo.Toplevel. EMEA.Denmark.CustomerF.Production Plant 1

Koyo 260 (SiteManager3034) - 10.2.20.40

Connects Packets Bytes
Agent Address Status
ok fail B rx B rx
37 @ Koyo 260 10.2.20.40:80 IDLE o o o 0 o 0
:28784 (udp) IDLE o 0 0 0 o 0

NOTE: The DirectSOFT NetEdit's “Scan Network” function is not supported.
You need to create a Comm Link as shown in the following.

Application note, DirectLogic/Koyo and DirectSOFT 5 Page 4 of 16

Version: 3.0 May 2012 Sec I mec



3. Start DirectSoft5 -> DSLaunch.exe

5 DSLaunch
File ‘iew Help

e DirectSOFT an the Web
= Applications
B DirectSOFT S Programming
=% Utilities
1] visit AutamationDirect
,_] Visit Host Engineesring
CTRIOWE 2 - DirectLogic PLC
CTRICWE 2 - EBC + WinPLC
CTRIO WE 2 - PEC
CTRIO WE 2 - Offline
B ErmM workbench
53| DEWin3z Logger
DMLoader
& MetEdit 3
2] caleulator
"&ﬁ Version
DS500.ini
= @ Projects
B tl_example.pri
D tliplus_example.pri

|

4. Right click on the “Comm Links” and select Add Link. Select Ethernet and

press Next
Link Wizard X
Select the communications part that the PLC iz connected ba.
kM odem support cannat be configured from the Link *izard.
To zelect modem suppart, pou must uze the manual
configuration dialog by selecting "Link Editar..." below,
Parta:
COM1
COr19
COM2
COM3
COr4
Ethernet
Modemn
Link Editor... | < Back I P et I Cancel
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5. Select UDP/IP and press Next

1

Link Wizard

X

Select the tranzport protocol. Be sure the protocol pou zelect
i inztalled in wWindows,

Tranzport Protocal
’71["' [P f* LUDPAP

Link Editar... |

¢ Back I MHext » I Cancel

6. Select Link Editor

Link Wizard <
Select the device and addressing mode. Using module 1D iz
eaziezt and can be selected with the switches on the module.
Fleaze note, the ethemet address is unigue to each module
and cannat be changed.

— Module List —Addrezs Mode
™ Module D I
" Mame I
& |P address
Module: | CPL: " Ethernet address
ey | Setup... | I
Link Editor... | < Back I M et > I Cancel
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7. Select the correct PLC type and press Accept

Configure Link

I ame:

FLC ] Port | Pratocol |

D ezcription;

PLC Family PLC Type
DirectLogic 05 Series 230
Directlogic 0B Series 240
Directlogic 105 Seriez 2800-1]
DirectLogic 205 Senes ZE0
Directlogic 305 Senez F1
Directlogic 405 Series Fz2
Terminator 1/0 Series F3
Unzpecified
Accept Cancel Help At

8. Set protocol to ECOM, Retries to 3 and fill in a Name: e.g. “Koyo-Ethernet”

-

Configure Link

-,

Frotocols:

DirectET
ECOH
K. Sequence

Mame: |F.ovo-Ethernet

PLC | Port | Pratocal |

Description: |Fovo Using Ecom madule

Advanced Settings

Fetries: |3 il

Accept

Cancel

Help

Auto
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9. Fill the IP address field with the physical IP address of the PLC, and select
Advanced Settings

Configure Link
Mame: |Fovo-Ethernet Description: |K|:|_I,u:| uzing Ecom module
PLC | P ] Pratocal |
Devices: Tranzport Protocol Mode Address
I P " Module D
COk1 -
COM19 & UDPAP 4
COmM2 r~
COM3 Module Hame
COM4 |
Ethernet Z
todem . IR
10 |2 |20 f40
Advanced Settings | ~
Module Setup | l_ l_ l_ I_ l_ l_
Accept Cancel | Help | Auto |

10. Set the Set the options like shown above, and press OK

Ethernet Advanced Settings

Tirneout: W il ms
Application Timeout; W il ms
Scan Delay |57 il ms

Retries: lﬂi il

0k Cancel | SetDefau|t|

Note: If you experience the communication is interrupted you might
increase Timeout or Scan Delay.

11. Select Accept to save the Comm link settings
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12. In DSLaunch Double Click “Koyo-Ethernet”

5 DSLaunch
File ‘iew Help
pen DirectSOFT on the Web
= Applications
E DirectSCOFT 5 Programming
=I5 Utilities
] visit AutomationDirect
|_] Visit Hosk Engineering
CTRIO WE 2 - DirectLogic PLC [Mame: | [oyo-Ethernet |
CTRIO WE 2 - EBC + WinPLC
TRIO WE 2 - PBC [Description: | [koyo using Ecom module |
CTRIO WE 2 - Offline
B £rm workbench lactive ]
&3] DBWin32 Logger
DMLoader [Last Error. |
& MetEdit 3
[z calculator [Comm Rate: | [0 comms/sec |

DS500.ini [Completed: |
= @ Projects
[ rl_example.pri |EI’I’DI’SZ | |D |
D tliplus_example.pri
[ hkkebest.pri [Retries: |
= E-;l Cornm Links
By CcoM3

&

I |

0 |

Ready M

13. The program will be read from the PLC, and the DirectSOFT programming
GUI will be launched.

Loading...

Fieading pragram fram PLC

14. You are now online

DirectSOFT 5 Programming - UNTITLED - [Ladder View] ==
File  Edit Search View Took PLC Debug  Window  Help

~ LR EDIT = b A

i il S Mooe bl = =P A

> e 1§ B8
Status Yalue Mode Info S¥nta: ~
el Bl = - }
Elernent Rurg [Address| Instruci Pt
X0 103 | 782 STRI= 1ol -
03 | 784 STRI
X 04| 7E0 STR
4 | 792 STRI , L, L
105 | 798 STR f D
105 | s STRI ‘OUT
06 | 806 STR L o
105 | 808 STRI
¥a 107 | 814

107 816
108 22

8lxl | Ladder view |

IV

_FirstScan
STRI SRO
STR 3o |
108 24 [EHSTRI

109 830 |EHSTR

o]
(
| -
108 832 |EH STRI ( ReT )
10 | 68 |EH SR rcﬁg
10| 80 |EHSTRI { Rret
X0 | &6 STR
11| 48 STRI r(ceaﬂﬂ )
] T2 | 854 STR
12 | 8% STRI rcsa
¥z 113 | 82 |EH SR { RrsT }
13 | 884 |EHSTRI
WA 14| & STR ’7055
14 | 72 |EEsm { Rar )
X4 1156 678 SR ’7055
<l B £ — R b
For Help, press F1 QK anline:Koyo-Ethermet _07231;15572 260
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2. UDPI/IP Access from Windows 7

Koyo DSLaunch has by design a limitation to connect via routed connections
as it uses non-directed broadcasts (aka. 255.255.255.255 broadcasts). This
method is used by various other PLC/HMI manufactures such as Siemens
and Rockwell.

Similar to other products the Koyo Comm Links setup allows you to define a
specific target IP address, which will direct the broadcast to this address.
This will allow accessing equipment across Layer 3 (IP) routers, such as
VPN and LinkManager connections.

DSLaunch does, however, have a limitation with this method when run on
Windows7 if there are multiple network adapters. This scenario is quite nor-
mal as the PC will typically have Ethernet, Wireless and one or more virtual
adapters for e.g. VPN access.

Koyo has stated that currently the only work around is to disable all adapters
but the physical one that is used for communicating to the network of the
PLC.

Since secure remote access will require an encryption adapter for a VPN cli-
ent or in our case the LinkManager combined with the physical Internet con-
nection, this work around cannot be used.

Until Koyo hopefully solves this issue in DSLaunch, the only solution would
be to install DSLaunch on Windows inside a virtual machine where only one
adapter is active.

2.1. LinkManager running inside VMWare

From LinkManager version 12155 you can choose to run the LinkManager
inside or outside the virtual machine.

Running DSLaunch inside the virtual machine and also install the
LinkManager inside the virtual machine should not require anything else. Re-
fer to section 2 UDP/IP Access from Windows XP on how to set up
DSLaunch and LinkManager inside the virtual machine

Note that LinkManager can only run inside VMWare if the host OS is Win-
dows 7 and the PC’s CPU has support for virtualization.

2.2. LinkManager running outside VMWare

If you PC’s CPU does not support virtualization and/or your host OS is not
Windows 7, you will have to install the LinkManager on the host OS outside
the virtual machine, and then intercept the broadcast on the Windows7 host
machine.

The following will explain how.

1. Install LinkManager on your Windows 7 PC
2. Download the free VMWare player from:

http://www.vmware.com/products/player.

(you can also use VMWare Server og VMWare Workstation)
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3. Create a new virtual machine, in which you install Windows XP

Create a Wew Virtual Machine... Ctrl+M
Open a Virtual Machine... Ctrl+Q [

Download a Virtual Appliance
Player Preferences... Ctrl+P 2

Exit Ii

r— Open a
- Open an e

added to #

i . 1

4. Install DSLaunch in the Windows XP virtual machine ( Do NOT install
LinkManager inside the Windows XP virtual machine)

5. Configure the virtual machine Network Adapter to "Bridged” and restart the
virtual machine.

Yirtual Machine Settings
Hardware | Options

Device Surnmary

T, Mermory 512 MB

[ Processars 1

=\ Hard Disk (IDE) 4 GE (Persistent)
) CD{DVD (IDE) Auto detect

[ Flappy Using drive & I (@) Bridged: Connecked directly ta the physical netwark. l
otk Adapker  Bridged

Present

'C'i' Sound Card Auto detect

Device status
Connected
Conneck at power on

Metwork conneckion

Replicate physical network connection state

() MAT: Used ta share the hast's IP address
() Host-only: & private network shared with the host

() LAM segment:

Info: The setup requires that the adapter to which bridging is made is the
“LinkManager Adapter”. VMWare does not have a setting to specify which
adapter is used for bridging and will typically select the physical adapter
(which will not work). Therefore the VMWare bridge protocol binding
should be removed from the physical adapter
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6. Open the Windows 7 control panel and find the network adapter:

@thﬂ v Control Panel » Metwork and Internet » Mebwork Connections »

File  Edit “iew Tools Advanced Help

Organize =
Marre Status
[ Linkhanager &dapter Unidentified netnsork
[ r,”: Local Area Connection] Metwark
U Whhware Netwark Adapter Whinetl Unidentified netnork
',“,' Witivare Metoork Sdapter Whnet Unidentified network
gl Wireless Metwark Connection Mot connected

7. Right click the adapter and deselect the VMWare Bridge Protocol:

I -

Y Local Area Connection Properties @

Hetwarking | Sharing

Caonnect uzing:

l_-'l" b arvel Yukon B8ES07T PCI-E Gigabit Ethemet Controller

Lea Client for Microzoft Metwork s -
@E Whiware Bndge Protocol

g‘-.-"irtual PC Metwork Filter Driver
SQDS Packet Scheduler
E’. File and Printer Sharing for Microsoft Netwaorks
- |ntermet Protocal Yersion B [TCPAPvE)
<& |ntermet Protocal Yerzion 4 [TCPAPw4) -
] 1 r

Thiz connection uzes the following items:

m

Info: Next challenge is to make sure the output is routed to the
LinkManager. This is done by creating a route inside the virtual machine
that routes to the LinkManager adapter.

8. In the virtual machine open a command prompt and write

route add 0.0.0.0 mask 0.0.0.0 10.127.128.129

Command Prompt
> route PRINT

C=“Documents and Settingssadmin>route add B.8.8.8 mask 8.8.8.8 18.127.128.129

Note: This must be done everytime the Windows XP virtual machine is
started. It could therefore ideally be placed in a startup script.
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9. Start DSLaunch inside the virtual machine and open Comm Links and
select your PLC type:

Configure Link E|

Mame: |Im Dezcription: |

LPLE

Fort ] Protocol ]

FLC Family PLC Type

Directlogic 06 Seres
DirectlLogic 105 Seres
DirectLogic 205 Seres
Directlogic 305 Seres
DirectLogic 405 Seres
Temminator [A0 Series
Unspecified

Accept | Cancel Help Auto

10. Go to the Port folder and select Ethernet and enter the physical IP address
of the PLC .

Configure Link ['5_<|

Mame: |l e Description: |

PLC ] 1 Protocol ]
Devies: Tranzport Protocal Mode Address
i P " Module ID

i« UDFAP :l

™ Module Name

|
0
192 168 |47 243
| '

T Elheral

Maodule Setup I_ l_ l_ l_ l_ I_

Accept | Cahcel ‘ Help | Auta ‘
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11. Select Advanced Settings and set the Timeout to 500ms and Retries to 5.
Configure Link w
Mame: |Im _’ Description:|

PLC | Port | Protocol |

Tranzport Prgtoco E E
SN Fihernet Advanced Settings

& LDPA R —
Timeout: |5DD i] ms
Application Timeout: {5000 21 ms

\ Scan Delay: |0 2 mg
Advanced 5 Rietries: H

Module 5

Devices:

X

ak. | Cancel | SetDefauIt|

Accept ‘ Cancel

12. Go to the Protocol folder and select K Seguence and set Retries to 5.
Press Accept to save your Comm Links settings.

Configure Link

Mame: |Im Description: |

PLC | Pont

Frotocols: l_jl Advanced Settings
DirectMET

o 2
Jenon £
Heljl

Accept | Cancel Help Auto
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13. Etablish connection to the Koyo PLC with LinkManager and you should
now be able to access the PLC.

T CWeCtSOr T on the Web
2 apglcakions:
S DrectSOFT 5 Progranmey
Ukities
ek Aot eemtic Dt b x
Vet et Engresery EEEE—
CTRIC W8 2 - Dlechlogs FLC [Rame ] fir ] =
CTRIC) WE 2.« EBC + WL 2
CIRIO WO 2 - 0K [Bescription [ { ors )
CTRICH W 2 - Offine
TiWatieh Er—
BB Doz Loggr Lo
Dhenader |Last Error | [Transport protocol error
MtEh 3 - K8
Cabodator [Comm Rate. | [0 commarsec ]
Version, Bitl
S ossoo.n [Eompieted | [28705
(] Projects
[ A_enarrcte, o [Errars 1 auT
[ riohus_exemple.ori V525
) Comen Links [Retries 1[4 ] —
Ll =
b3
—1 k4D
ouT
T
LDA
. x% 0060
Feady N auT
TN T T Vi
1% | ™ ST
2 75 |EE SR LD
129 7% |(HHoR K
131 755 |EH o auT
20 | nM |EESTR » W03
¢ » ried

Hints: If you have problems with the regular Koyo agent, you can try
creating a Generic / NAT All 2-way agent, and check UDP Broadcast under
the agent Parameter details:

secomea |
SETUP « System GateManager VPM Routing Maintenance Status Log « HELP
G Info s G | « Agents s Device Relays « SarverRelays s« Web Proxy « Status

g

"pLC" —Feneric NAT All, 2-way Agent l

Devics Address: = 132,168.47.243
Address on LinkManager:

Address on Gat=Manager:

Alvays On: (]
Enable UDP Server: (]
Enable UDP Broadcast:

When connected with DSLaunch, you will see the traffic being UDP data.

Dismnnect] [ Logout ] [ Services ] [ Sniffer ]

ROOT.WR-Damp

PLC (WRD 26) - 192.168.47.249

Connects Packets Bytes
Agent Address Status
ok fail ix ™ ix ™=
{E}" PLC 1%2.168.47.24% IDLE a 1] a [} o a
{udp) up:s ] o [23.935 57,539 635,992 8,163,552 ]
« Secomea-demo-PC  IDLE a 1] a [} o a
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Notices

Publication and copyright

© Copyright Secomea A/S 2018-2012. All rights reserved. You may download
and print a copy for your own use. As a high-level administrator, you may use
whatever you like from contents of this document to create your own instruc-
tions for deploying our products. Otherwise, no part of this document may be
copied or reproduced in any way, without the written consent of Secomea A/S.
We would appreciate getting a copy of the material you produce in order to
make our own material better and — if you give us permission — to inspire other
users.

Trademarks

SiteManager™, LinkManager™ and GateManager™ are trademark of
Secomea A/S. Other trademarks are the property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the
products described herein without notice. The publication of this document does
not represent a commitment on the part of Secomea A/S. Considerable effort
has been made to ensure that this publication is free of inaccuracies and omis-
sions but we cannot guarantee that there are none.

The following paragraph does not apply to any country or state where such pro-
visions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGE ALLEGED IN
CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.

Secomea A/S
Denmark

CVR No. DK 3136 60 38

E-mail: sales@secomea.com
WWW.Secomea.com
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