Application Note:
GateManager 8250 ShellShock fix

This document guides you through how to fix the so called “ShellShock” vul-
nerability on Linux.
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1. What is shellshock

When writing this note, there is a lot of talking about a vulnerability in the linux OS given the name shellshock.
This exploit utilizes the "bash" program installed on most linux systems and it can give hackers access to the Linux OS.

2. |Is GateManager vulnerable

The GateManager 8250 server software itself is not affected by this vulnerability, but the server - as a whole - could be
vulnerable to the ShellShock exploit, since it is running on a standard Linux system (typically CentOS if you are using a
pre-packed Secomea VM image).

Whether the server is actually vulnerable (for external attacks) depends on whether you have enabled other services on
the Linux OS (such as Apache web server or SSH), and how well it is shielded from the Internet by firewalls etc.

3. How to add the patch

The GateManager server need to be able to access the internet to download the patch. This is normally the case and
there for not covered her. If the command (yum) shown below will fail it is probably the internet access that fail.

3.1. Test to see if your Linux installation is affected:

» env test='() { ignored;}; echo "Vulnerable"' bash -c true

3.2. Fix the problem with the command:

» vyum update bash (it is not recommended to leave out the hash unless you know
what you are doing)
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4. Notices

Publication and copyright
Version 1.1, 2014

© Copyright Secomea A/S 2014. All rights reserved. You may download
and print a copy for your own use. As a high-level administrator, you may
use whatever you like from contents of this document to create your own in-
structions for deploying our products. Otherwise, no part of this document
may be copied or reproduced in any way, without the written consent of
Secomea A/S. We would appreciate getting a copy of the material you pro-
duce in order to make our own material better and — if you give us permis-
sion — to inspire other users.

Trademarks

GateManager™ is trademark of Secomea A/S. Other trademarks are the
property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to
the products described herein without notice. The publication of this docu-
ment does not represent a commitment on the part of Secomea A/S. Con-
siderable effort has been made to ensure that this publication is free of
inaccuracies and omissions but we can not guarantee that there are none.

The following paragraph does not apply to any country or state where such
provisions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTA-
BILITY OR FITNESS FOR A PARTICULAR PURPOSE

Secomea A/S shall not be liable for any direct, indirect, incidental, conse-
guential, or other damage alleged in connection with the furnishing or use of
this information.

Secomea A/S
Denmark

CVR No.DK 3136 60 38

E-mail: sales@secomea.com
www.secomea.com
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