Gat eManager E model 42
Installation and Configuration Guide

This document describes how to install the Secomea GateManager 4250
and 4260 hardware units.

The intended audience for this document is the person responsible for IT, or
a person responsible for administration of the GateManager, and who can
authorize the necessary network configuration for the GateManager to
communicate via the Internet.

Version: 4.1, June 2017
Applicable to GateManager version 7.0 or later

sechmea




Table of Contents

Document Version History 3

1. Introduction 4

1.1. Prerequisites for configuring according to this Guide 4

2. Initial GateManager installation and configuration 5

3. Firewall configuration (port forwarding) 9

3.1. Configuring your corporate firewall 9

3.1.1. Ingoing rules: 10

3.1.2. Outgoing rules: 10

4, Verify installation (first login) 11

5. Configuring GateManager environment settings 13

5.1. Set a Server Name and Browser Title 13

5.2. Enter/verify the Primary DNS server 14

5.3. Enter the Public Hosthame 14

5.4. Configure mail settings. 16

5.5. Check sending of mails. 17

5.6. Specify the mail sender for Accounts and Alerts 18

5.7. Setup Server Administrator account(s) 18

5.8. Change password for Appliance Launcher access. 21

6. Ordering and installing production license 23

6.1. Order licenses 23

6.2. Example of an Info Form: 24

6.3. Installing licenses 25

6.4. Activation License(s) 25

6.4.1.  Verifying if GateManager is Online 25

6.4.2.  Verifying that activation was successful 26

APPENDIX A, Setting up backup 27

Backup to USB flash drive 27

Backup to FTP server 28

Verify that backup is working 29

APPENDIX B, Upgrading GateManager Firmware 31

APPENDIX C, SMS support 34

SMS modem physically connected to the GateManager 34

External SMS Gateways 35

APPENDIX D, Using Secomea TrustGate as firewall 36
GateManagerE 4250/4260 Installation and Configuration Guide Page 2 of 44

sechmea



D1. Configure Firewall rules 37

D2. Configure NAT rules 38

D3. Allow or limit access to the TrustGate WEB GUI 40
APPENDIX E. Recover lost Server Administrator password 41

Preparation 41

Recovery procedure 41
APPENDIX F. Manual installation of licenses 42

Server Activation License (Soft Dongle) 42
Notices 44

Document Version History

A
A

>\

0.3 - Initial version

1.0 - Added TCP port 5800 in section 3.1.1 in relation to GateManager
release 5.5 build 14123

1.1 - Added Appendix E - Recover lost Server Administrator pass-
word.

1.2 - Fixed disorder of appendices

1.3 - Changes relating to changes from version 5.7 to 5.8. Primarily
related to new Mail setup, and security optimizations effecting opera-
tion with default password.

2.0 - Added GM model 4260 and modified Appendix C for more info
on using SMS modems.

2.1 - Corrected section 4.3 to reflect v 6.0 configuration options.

3.7-Secton56was corrected to clari fny
tax.

4.0 - Various changes subsequent to R7.0 and introduction of License
Portal for license distribution

t

he

fAccount ma i

GateManagerE 4250/4260 Installation and Configuration Guide

Page 3 of 44

sechmed



1. Introduction

1.1. Prerequisites for configuring according to this Guide

This guide will assist you to plan for, and successfully complete the installa-
tion of the Secomea GateManager 4250/4260 hardware unit.

In principle you can install and run the GateManager 4250/4260 in a com-
pletely closed environment for testing. l.e. the GateManager will connect to
your internal network as any other network device, and be used by Link-
Manager users and SiteManager devices connected within this closed net-
work.

However, to operate the GateManager as intended, it must be accessible
from the Internet.

Prerequisites for a fully functional install of the GateManager according to
this guide are:

A You have the ability/authority to allocate a public Internet address for the
GateManager.

A You have the ability/authority to adjust open necessary ports in an Internet
firewall/NAT router to direct traffic to and from the server.

A You have the ability/authority to allow relaying of E-mails generated by the
GateManager. (In worst case, you can relay via e.g. a Gmail account)

A The Internet bandwidth available for the GateManager must be at least
128Kbl/s.

Model 4250

GoteMonoger
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Initial GateManager installation and configuration

This section will make the basic configuration of the network settings for the
GateManager. You can decide to move the GateManager to its intended
physical location afterwards.

1.

Download and install the Secomea Appliance Launcher from this loca-
tion: http://info.secomea.com/appliance-launcher (Version 5.3 or newer
is required)

Use a standard Ethernet cable (not a crossover cable) to connect the
GateManager's WAN port to your internal network (same physical net-
work where your PC is connected). The LAN port of the GateManager is
currently not used.

NB: If your PC is not located in the same physical network as the
GateManager, you can alternatively connect your PC to the WAN or
LAN port of the GateManager using the red cross-over cable

Apply power to the unit using the power supply delivered with the
GateManager.

The red Error LED will blink during power on, and when ready it will con-
tinuously display 3 blinks followed by a pause. This indicates that the
GateManager needs attention - in the case of first time installation it
needs to be configured according to this guide.

If the GateManager has received an IP address from the DHCP server in
the network, the green Status LED will turn on. This indicates that the
GateManager web GUI is operational.

Start the Appliance Launcher. The GateManager should appear in the
list immediately, or at least after pressing Search a few times.

%) Appliance Launcher v5.3 (Build 13164) &=

About sechmea

Select an Appliance to Configure
(Click Mext if there is only one appliance listed)

MAC Address (0 device) Product Device Name

anager 4250 GateManage

Selected: 00:0D:B%:2A:86:FC

Refreshes the list of appliances

it | | Next> | |

If it does not appear, check that your PC is located on the same network
segment as the GateManager, and check that you do not have a per-
sonal firewall or antivirus program that blocks for UDP broadcast.

GateManagerE 4250/4260 Installation and Configuration Guide

Page 5 of 44

sechmed


http://info.secomea.com/appliance-launcher

NOTE: You may experience that the eGateManager i s marke
boot to accesso.

-

%) Appliance Launcher v5.3 (Build 13164) =
About sechbmea

Select an Appliance to Configure
(Click Mext if there is only one appliance listed)

MAC Address (D device) Product eyice Mame
00:0D:69: 2A:86:FC GateManager 4250 [reboot to access

As a security precaution the GateManager will prevent access by the
Appliance Launcher after 10 minutes, so that it will not be interrupted
during normal operation.

Just repower the GateManager and press Search again until the
GateManager appear with Device Name AGateManagero

7. Click Next to enter the WAN/UPLINK page. This will display the address
received from the DHCP server.

Make note of this address, as you will need this to access the
GateManager with a Web browser.

%’:‘} Appliance Launcher v5.3 (Build 13164) £
About sechmea

Enter WAN/UPLINK Parameters

VAN UPLINK Settings

Mode: DHCP hd

IF Address: 172. 16 . 16 .246
Subnet Mask: 255.255.255. 0
Default Gateway: [172, 16 .16, 1

ISP Settings

Username:
Password:

Bit | <Back I] Next > 1' |

L9 F

NOTE: If you intend to relocate the GateManager to a network without a
DHCP server (such as a firewall DMZ), you should define a static IP ad-
dress and the Default Gateway through which the GateManager can ac-
cess the Internet.
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8. Click Next to get to the Optional Service Provider's GateManager page.

You should fill this page if you want the supplier of the GateManager to
be able to establish remote access to the GateManager for assisting you
in configuring or trouble shooting the GateManager configuration.

EE} Appliance Launcher v5.3 (Build 13164) £
About sechbmeda

OPTIONAL: Your Service Provider's GateManager
{Leave fields empty to disable remote service and support)

Service Provider's GM Address™: 133. 242, 155.117  DNS

Domain Token™; |Acrne_1nc
Name of your GateManager™: |A|:me_GME|1
Web-Proxy IP address: L. DNS

Web-Proxy Account: |

Web-Proxy Passward: |

* Contents for these fields are provided by your service provider.

Bit | <Back I! Next > 1] |

NOTE: Allowing remote access based on these settings, will make your
GateManager establish an encrypted connection to the service provid-
er's GateManager. Only authorized administrators on the service provid-
er's GateManager will be able to obtain access, and only to the web log-
in page on your GateManager (GateManager Administrator Web Portal)
and they will have to login with an account that you control.

You can disable such access when the server is fully operational.

9. Click Next to get to the Finish screen and select Save/Reboot:

e R
%) Appliance Launcher v5.3 (Build 13164) [

About

Finish

Press the [Save/Reboot] button to save your settings and reboot
the appliance.

Pressing Exit will exit the Launcher and no changes will be saved.

[T Check here to preserve password {Default is not checked}

<Click> - copy current settings to dipboard

Exit <Back
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10. You will get the following dialogue, which means the initial network set-
tings of the GateManager will be activated. You can now continue with
the next section.

a‘) Appliance Launcher v5.3 (Build 13164) P

About sechmea

The Appliance is now rebooting

This appliance is now being configured.

The password is MAC address.
Exit the program - after you read this:

Important!
The Appliance reboot time is approximately 1-3 min, If
you have problems, try rebooting (restarting) your PC.

If this does not help, please contact your administrator.

Exit | <Back | | |

L

Note: You can disregard the message about the password being set to
the MAC address.

This password is not used for accessing the GateManager Administrator
web Portal, but used only for accessing a limited web GUI for the em-
bedded OS on which the GateManager runs. Settings accessible via this
web GUI can also be configured from within the GateManager Adminis-
trator web portal.

Setting the password to the MAC address is primarily to prevent unau-
thorized access to the underlying OS from the WAN port. The Appliance
Launcher will not prompt for this password. In the GateManager Admin-
istrator web portal you can set a password for access by the Appliance
Launcher (described later in this guide).
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3.1.

Firewall configuration (port forwarding)

The GateManager may not yet have been placed at the location where it is
supposed to run in production. You may place it in your local network or in a
DMZ zone of your firewall. In any case you will need to ensure the following:

A Allocate a public IP address on your corporate firewall for use with the
GateManager only. Alternatively order a new Internet connection from your

ISP (e.g. an ADSL line), and specify that you need a fixed IP address.

A Configure the firewall to route the necessary incoming ports to the

GateManager.

A The GateManager's WAN port must have the LAN side of the NAT Router /

Firewall as its default gateway, so it can access the Internet.

Simplified illustration of the setup:

Internet

Outgoing port 443 «
Ingoing port 443 4 ;I your GateManager

NAT Rouer
(firewall)

Configuring your corporate firewall

IMPORTANT: The GateManager MUST be protected by an external Fire-
wall. The following ports must be forwarded or Destination NATed from the
public IP address to the GateManager's WAN I[P address. All other ports
must be blocked by the corporate firewall to prevent unauthorized access.

Service Provider's Galemanagerml

GateManagerAdministrator
Web Portal

(=> (

For initial configuration)

m gh GateManagerServer GUI ecess

E myour GateManager

LinkManager @
— Ingoing ports
Outgoing port Appligrpe LauncherAccess
———» UDP loadcast SteManager (for Initial network setup)

cmr—
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In the sections below, the ports are marked as follows:
RED: Ports that must be opened for the system to work at all.
BLUE: Ports that must be opened for obtaining optimal functionality.

GREEN: Recommended, but only needed for special scenarios.

3.1.1. Ingoing rules:

TCP 80 -——> 11444(or 80)  (Appliance)
443 -—-> 11444(or 443) (Appliance/Web GUI)
11444 -—-> 11444 (Appliance)
55000-59999  ---> 55000-59999 (Go To Appliance)
5900 ---> 5900 (VNC support LM Mobile)
5800 -—-> 5800 (JavaVNC support LM Mobile)
3389 ---> 3389 (RDP support LM Mobile)

Note: In case the GateManager Server will be accessed from inside the
private network where it is located, the destination NAT rules must reflect
that. This is the case if access from SiteManager, LinkManager or Admin-
istrator portal access is made from the same network as the local address
of the GateManager.

Port 5800, 5900, 3389 is for "Go To Appliance" support using the Link-
Manager Mobile. The ports are controlled and secured by the
GateManager, so connection attempts on these ports by anything else
than a LM Mobile will be rejected by the GateManager.

See also the example of setting up a firewall in APPENDIX D, Using
Secomea TrustGate as firewall.

3.1.2. Outgoing rules:
TCP 21 (Optional: For FTP backup to external server)
443 (For maintenance and Web Proxy)
80 (Optional: WEB Proxy *)
TCP/UDP 53 (DNS)
123 (NTP)

(*) The WEB Proxy allows a PC attached to the DEV port on a SiteManager
to be able to browse the internet through the GateManager Server.
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4.  Verify installation (first login)

1. Open a browser and enter the IP address of the GateManager server. If
logging in from inside the firewall, you should use the IP address of the
WAN interface of the GateManager (from the WAN/UPLINK of the Ap-
pliance Launcher setup).

https://<GM Address>/admin

If connecting from the Internet, you should enter the public IP address
that is routed to the GateManager.

The first screen you will see is:

M GateManager x
&« C' | X brips:/jm ™ o wm/admin IR

Administrator Login

(O Ccertificate:

(&) User name: [Administrator

secbmeq

2. Login with the default settings:
A User name: Administrator

A Password: gatemanager

BT EL HLEe Q| [4|=| &-rooT

é‘— £ ~Tinycli Domain ] Activity Accounts T Licenses Appliances Alerts Actions
E ~TimyClients
Messages T Relays Reports T Audit

| s

| Customer Domain Overview -- FREE

GateManager Status Information x

/& Trial Mode - No GateManager License installed

4. Last Server Backup failed.

m

sliances total on Ag

eManager

4

i1

— =

SSL/VRN i

] I | 3 T

W GateMonoger sechmea
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3. You can now configure the GateManager according to the next section.

NOTE: If, in the Appliance Launcher, you configured the GateManager
to connect to a service provider& GateManager, your service provider
should be able to securely access the same Web GUI from remote.

#2} Appliance Launcher v6.2 (Build 16094)
About sechbmea

OPTIONAL: Your Service Provider's GateManager
(Leave fields empty to disable remote service and support)

[ Service Provider's GM Address® | 193. 242, 155. 117 ] os|

Domain Token™; IAme_Inc

Mame of your GateManager *: Ihme_GMUll

Web-Proxy IP address: I— EI
Web-Proxy Account: I

Web-Proxy Password: I

* Contents for these fields are provided by your service provider.

Exit | < Back |_§ext> I Save,l'Rebnotl

You can verify if the GateManager is in fact connected to your service
providers GateManager by selecting Server and Log. If you can find the
message "Connected to Remote GateManager <service provides
GateManager>", the GateManager is accessible by the service provider:

(Crree Tres T icenes [oocrer ) ~ccount | oot | togerr
[ situs oo T conto | ceninces T noues | sackans | At rasswora

Apr 18 09:34:17 local7.info GM: Loaded cert file cert/local_ca.pem (0 chained CAs) -
:34:12 local7.info GM: Server socket for port 443 => 8

Apr 18 09:34:12 local?.info GM: Server socket for port 80 => 9

Apr 18 09:34:12 local7.info CM: Server socket for port 11444 == 10

Apr 18 09:34:12 local7.info CM: Opened CTA service 'vnc' port 5900 (3)

Apr 18 09:34:12 local7.info CM: Opened CTA service 'jvnc' (via vnc port 5900)

Apr 18 09:34:12 local7.info GM: Opened CTA service 'rdp' port 3389 (3)

Apr1809:34:12 cron.info CRON[300]: System initialization completed.
:34:22 local7.info acmlo: Using ACM PXP protocol

:22 local?.info acmre: Using ACM PXP protocol
:34:22 local7.info acmau: Using TI_‘i protocol

Apr 18 09:34:22 local7.info acmre:

Apr 18 09:34:22 local7.info acmre{Remote: Connected to Remote CateManager at 193.242 155117 (acm) ]

Apr 18 09:34:22 local7.info acmau’ TCE authoriZed.

Apr 18 09:34:22 local7.info acmau: Audlt Connected to Audit GateManager at 193.242.155.111 (tls)

Apr 18 09:34:22 local7.warn acmau: Audit: Not approved by CateManager Administrator

Apr 18 09:34:22 local7.info acmre: Remote: Approved by GateManager Administrator

Apr 18 09:34:22 local7.info ap-40: 496.1: New tls session: 9001:700:4250:00:0D:B9:2A:86:FC from 172.16.16.246

Apr 18 09:34:22 local7.info acmlo: Local: Appliance authorized.

Apr 18 09:34:22 local7.info acmlo: Local: Connected to Local GateManager at 172.16.16.246 (acm) s

Apr 18 09:34:22 local7.info acmlo: Local: Approved by GateManager Administrator

Apr 18 09:39:13 daemon.notice ntpdate[503]: step time server 217.198.219.102 offset 0.016715 sec

Apr 18 10:11:13 local7.info ws-10: ADMIN LOGIN: (Administrator) =

D Auto Refresh

https://172.16.16.246/admin/cgi/sDU2dYALrn3y0... W GoteManager sechbmea
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5. Configuring GateManager environment settings

To make the GateManager fully operational, you must configure the follow-

ing minimum settings into the GateManager:

A Define a Server Name and web browser title.
A Enter/verify the primary DNS.

A Public DNS name or IP address that is port-forwarded to the
GateManager.

A Setup and verify email relay settings.

A Create a new Server Administrator account and/or change the adminis-
trator account (new password and enable certificate). Also consider
making a new server administrator account for access by your Service
Provider.

A Consider defining a stronger password for Appliance Launcher access.

5.1. Set a Server Name and Browser Title
1. Login with the default administrator account

2. Select Server > Config, and select Edit for the Basic Setup section.

l Tree Files Licenses ‘ Server ,l My Account About Logoff _J

[ Status Log Configjl Certificates Routes Tools Backups AL Password

J

GateManager Configuration

Basic Setup

Server Name: GM4250_FC

Server Browser Title: GM4250_FC

Customer Id: GM4250:00:00:B9:24:86:FC

Server Serial Number:  |4250:00:00:B9:2A:36:FC

3. Enter a unigue name for the server, and the information that should be
displayed as browser name when accessing the server using the
GateManager Administrator web portal and LinkManager Mobile. Select

-

m

Save.
l Tree Filas Licenses Server My Account About Logoff _J
Status Log Config Certificates Routes Tools Backups AL Password _J

GateManager Configuration

Restart server: I:l

Basic Setup

Server Name: Acme_GMO1

Server Browser Title:

Customer Id: GM4250:00:00:B9:2A:86:FC

Server Serial Number:  [4250:00:00:B%:24:836:FC

Note: It is a good idea to use the same name as defined for "Name of
GateManager" in the appliance launcher (see page 7 step 8).

-~

m
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5.2. Enter/verify the Primary DNS server

The GateManager will need access to a DNS server, in order to resolve the
external hostname of itself (if used), and for resolving the mail relay server
and NTP server.

4. Under DNS and NTP Settings, ensure that there is a valid DNS server
entered. If the GateManager is receiving its WAN address by DHCP, this
setting will be automatically by populated with the DNS received from
the DHCP server.

l Tree ] Files I Licenses I Server — My Account I About I Logoff l
Status Log Config I Certificates I Routes I Tools l Backups I AL Password -

*~

GateManager Configuration
Edit
» Basic Setup
» WAN (Public/Private) Interface Setup

» LAN Interface Setup

DNS and NTP Settings

»

Primary Crynamic 3l
DNS: [ [172.16161 | ] DN Disabled
Service:
Secondary |IJ.U.D_IJ |
DNS: Detact Nat |:| L
Presence: =i
Private Dynamic |
Mastar  [0.0.0.0 | DNS E
DMS: Hostname:
Master Dynamic
R | | ons
Domain: Userid:
Master Dynamic
DS | | ows L
Subnets: Password: i

5.3. Enter the Public Hosthame

5. Under WAN (Public/Private) Interface Setup Enter the FQDN (Fully
Qualified Domain Name) for this server and press Save.

NOTE if no Public Hosthname (FQDN) has been assigned to the server
then you must enter the Public IP address in the External Public Host-
name field.

Ay Do NOT select Restart Server yet!

=TT I ] =] =)
l Status I Log I Mail I Config I Certificates ] Routes I Tools I Backups I AL Password -

-

GateManager Configuration
Cancel Save Restart server: | |

¢ Basic Setup

| WAN (Public/Private) Interface Setup

-
WAN Extermal [
Mode: P:bTir:a k;m.acme.oom
o [17218.17.242 | Hostnamel
Address: —
f;;:EEt [255.255.255.0 | m“c e |s5000-50080 ||
Default Ll =8
172.16.17.1
Gahte"‘a"" | | IST;Z:I; [ 10.0.0.08 172.16.0.0112 102.188.0.018
Ethernet e :
Eihermet
R e, 0 kbps -
4 3
» LAN Interface Setup
» DNS and NTP Settings
GateManagerE 4250/4260 Installation and Configuration Guide Page 14 of 44
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Possible error messages when saving:

A Failed to resolve the DNS name. This indicates that the DNS name (in
this case gm.acme.com) is not valid. Your entered information will not
be saved until the GateManager is able to resolve the host name.

A Unknown hostname. This indicates either that the DNS server has not
been configured, or the DNS server is not working or not accessible.

6. When no error messages are displayed after saving the settings, you
can click the i Rs¢art nowo ttom

E Tree | Files | teenses | Server | ' "ccoun

Status Log Config | Certificates | Routes 1 Tools | Backups | AL Password R

GateManager Configuration
*#* Changed parzsmeters pending reboot to take effect (active parameter is shown in red)

} Basic Setup

7. The GateManager server will restart, it will take about 60 seconds.

[ Status i Config I Certificates | Rouies | Admins | Advanced |

SERVER RESTARTING! PLEASE WAIT...
( [] ]
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5.4. Configure mail settings.

The ability to send email is absolutely essential to the GateManager!

The GateManager 4250/4260 has an integrated mail server, but can also be
configured to relay mail via an external SMTP server.

In the GateManager configuration click Edit and enter the Mail Settings

section.

Here you should

cal SMTP Domain.

consi

der as a mini

Contact your IT administrator or you ISP for necessary information.

ESrmE=syes |

E Status | Log | Mal | Config | Cartificates | Routes | Taols | EBaclaups | Al Fassword ]
oraCoocn

Rezttart éemver

Caneel Save
([Coneet |

b ahy Bamic Setup

b g WANZLAN (Public/Privite) Interface Setup

» g DNSE and NTR Settings

i B0 Ta Appliance 7

4 Mail Seltinga@

[ Defaull Mail Fram:  Gatshhnoager

| = Ido-not-rtpl\,l

| [
B ecamen.cam

[ Lacal SMTF Damain: Imail.seoomea..oom_l_
Mail Ralay Hazl: |
Hulhenlcalan Uzae
Bulnenlizalan Pazseaa:
Mail Ralay uzax TLE: off T

Refer to the light-bulb help for further explanation.

HINT: If you cannot get access to your corporate SMTP server, you can use
web mail services such as Gmail or Hotmail/Live-malil as relay. The following
example uses Gmail (you will need to have a mail account on the mail serv-
er, and the relay port 587 must be open outgoing in the corporate firewall).

b4 Mail Settings |

Cefault Mail Frorm: GateManager

Lacal SMTR

- mail.secarmea.cotm
Crormain:

< |do-not-reply

Mail Relay
Host:

Authentication
U=er:

Authentication
Password:

stntp.gmail.com: 587

mermail@grmail .cam

Mail Relay
uses TLS:

NOTE: It has not been verified if using e.g. Gmail for large volumes of
emails would cause problems. So using such public mail services should on-

ly be used as an interim solution.

mu m

t

he ADefaul t
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5.5. Check sending of mails.

You should check with the Test Mail option that your settings are correct,
and are accepted by recipient mail servers.

1. Enter the Mail Settings section and type your email and click Send Mail
7] Mail Settings |

=

SMTR

Listenar 127.00.0:25
Address:
Max SMTP
Mail Size:
Max SMTP
Recipients:

Test Mail

1024 KB

Tot mail@secomea.cam

Enable ren:

SMTR
Debug:

GateManager <do-not-reply @secomea.com>

| Send Mail |

2. The resulting email would look like this:

GateManager Mail Test message nbox  x =

GateManager <do-not-reply= 10:30 AM (0 minutes ago) - hd
to me [+
Hello

This is a GateManager Mail Test message
The quick brown fox jumps over the lazy dog
0123456789

2007 66436 28 DA

Best Regards

GatelManager Server Administrator

HINT: If you are establishing a dedicated relay server for the GateManager
instead of using your existing corporate relay server, your emails could be re-
jected. Try sending to a Gmail or hotmail account as described above, and
always check your Spam filter.
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5.6. Specify the mail sender for Accounts and Alerts

Starting from GateManager Release 7.0 there will no longer be any malil
sender options to specify from
Fromd tsi ngs are handled from fAMail

I f you have changed the
I

AFrom Addresso you wi still see

It is recommended that you clear the contents of these fields, which will au-
tomatically |l et the AMail Settingso

If you have a very special need for differentiating on the mails triggered by
alerts and account mails, you can leave the fields as is, but you should still
very strongly consider deleting the contents of the fields as shown below:

Del ete fiAccount Mai | Fromo if e X i

:_‘b Account Settings

LM Mobile Idle Timeout: G0 minutes
420
130

500

Crefault &ccount Language: | English i
Account Mail Fram: Cate Manager =no-reply@rnydornain.conms- -]

Blind Copy Mail Address:

@M Portal Idle Timeout: minutes

@M Portal Tree Sort Limit:
GM Portal Table Sort Limit:

GM User Max Inactiver 10 minutes

LM Server Addrezze
M Server Addrezsgh

Enable SMS Login: o
Failed Login Max Attempts: |3

Failed Login Lockout Time: 120 seconds

Del ete Al ert AFrom Addresso if e xi

£ Alert settings

English ¥

Gate Manager-=no-reply@nnydornzin .mmb—]

Alert Language:
[Frc-m Address:
Blind Copy Email Address:

By deleting the contents of
settings are handled by the Mail Settings described in the previous section.

5.7. Setup Server Administrator account(s)

It is highly recommended to change the default Server Administrator account
password (gatemanager), to something stronger. It is also advisable to ena-
ble two factor login for the account by changi ng Aut hent i
name and Passwordo to AX. 509 Certi

However, if the account is changed to use X.509 certificate, and the certifi-
cate is lost (e.g. it could be discarded by the email server that receives the
email with the certificate attachment), you would lock yourself out of the
server completely. Therefore, it is highly recommended to create a new
Server Administrator account, before changing or disabling the default ac-
count.

The following explains the recommended steps:

t he

defaul t s e

these fi

catii
fi

Account s Al er t

Settingso.
ng
f

or

ti for AAccount
he ields being a\

take effect for al

st s:

st s:

el ds you are assur

on from fAUser

cate. . o.
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1. Select the Tree tab, and enable viewing of user accounts (in case they
are not visible already), by clicking the account icon so its background
turns light blue. You will now see the account that you are currently
logged in with displayed with a green background.

l Tree Files Licenses Server My Account I About T Logoff ]
@t eB)Rodmed [+ A-roor
=
IJ:-'— ROOT [ Domain ] Activity T Accounts T Licenses T Appliances
[ ~TinyClients
ahdministrator(} Alerts T Actions T Messages T Relays T Reports T Audit

| Customer Domain Overview -- FREE |

Domain name: ROOT

Domain token: E iy
EasyService Level: v

2. Click on the Administrator account, and insert your own name and email
for the account. Select Save.

(o T T T e Y - T e T o)

|§|'§ Ts |g| L ¢ = £ - Administrator - drag to join: Ly

FREE]
& &3 rooT (rccoun Dromea vomans T ave |
(2] ~TinyClients
% Administrator {j b—

Aecaunt s gministrator

Name:

Aecaunt Server Administrator
Raole:

o o [Defaur ]
Language: Default =

Description:

Group [
Member: I \f
persan |Jnhn Doe

Name:

Email: |Jnhn@acme.cnm

Change Password

ll i | D
W GateMonager sechmea
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3. Standing in the Root domain, select Accounts and click the plus sign to
create a new account:

I Tree I Files T Licenses T Server _ My Account T About T Logoff ]

PR ERH L@ «|[=| &-rooT
=5 nyc“ems Domain T Activity l Accounts I Licenses T Appliances ‘
dit

aAdministrator 0 | Alerts LActions I Messages I Relays I Reports I Audi

@‘& LA m
selected 0 of 1

Shriar 2013 04-
[ aAdrmmstrator (9] Administrator & 09 i 172.16.16.

4. Fill in the following minimum settings:

I Tl e T e T T )

CC:zRHABOT N + + B Newsccoun)

S proreTeyeem
| Administrater 0 :

Scxount
Languege:
Dustripben:

Group l
Mambar -

Serson

—_—
e Johm Doe

Emaili iohrd Becree com

votile
Persan Infey

Oisatled! 1l autcDusble: | Never =y
Lant Legine

Craated: 2013-32-18

Tenwnad:

Cxzres:

A {ixsesc tmith passmeed: [}
Duraban, | Permmnent (v |

Mad Tarmclata: | e deftautt [3]

Mezzsze: o

Daliver to m v
g Farmats ]

P pasawerd: B

Zapast: | | v
————
Auto paamsords ||

Csave | [Cama |

D GoteMonager secimea
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5. In the mailbox of the email you entered, you should now receive an
email with the certificate attached.

GateManager X.509 Certificate for JohnDoe on Acme_GMO01 = B
Inbox  x
John Doe <John@acme.com= & 12:11 PM (0 minutes ago) - x
to me [+

Hella John Doe

This mail contains a new X509 certificate for the Secomea GatelManager administrator login.
The password associated with the certificate will be informed to you verbally or in a separate
mail.

Save the attached file, JohnDoe.gme. in your Windows "My Documents” folder.

Follow this link to the GateManager administrator login screen: hitps /172 16.16.246/admin
LA prsorprasnd A brakaars s e e Thaloripacrrep il as e

Best regards

JohnDoe.gme /

D 4K Download

6. You now have a backup Server Administrator account, and you can
safely change the password of the default Server Administrator account,
and also enable X.509 authentication for it, or you could even disable or
delete it.

A DO NOT LEAVE THE DEFAULT ADMINISTRATOR ACCOUNT
WITH THE DEFAULT PASSWORD, AS THE ACCOUNT IS EXPOSED
ON THE INTERNET.

Also consider creating a new Server Administrator for your GateManag-
er Service Provider, in case you want remote support for additional set-
up of the server.

5.8. Change password for Appliance Launcher access.

Select Server and AL Password, and define a new password.

l Tree Files Licenses [Ser\erh My Account

l Status Log Config Certificates Routes Tools Backups Al Password L

Change Appliance Launcher Password

New password:

Repeat password:

[ Confirm Password Change | [ Cancel |

Note that this is only for preventing unauthorized access to the GateManag-
er network settings from the local network of the GateManager.

The password is not used for accessing the GateManager Administrator web
portal, but used only for accessing a limited web GUI for the embedded OS
on which the GateManager runs. All settings configurable by the Appliance
Launcher can also be configured from within the GateManager Administrator
web portal.
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CONGRATULATIONS

If you have setup the GateManager according to the
previous sections, the GateManager will be fully operational
- but for demo or trial purposes only.

For operating the GateManager in production mode, you
should install license certificates as explained in the
following section.

For an introduction to the basic operation of the
GateManager Administrator interface, refer to this guide:

http://info.secomea.com/premium
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6. Ordering and installing production license

By default, the GateManager is running in Trial mode, which means it sup-
ports only one LinkManager and three connected Appliances (Appliances
being SiteManagers and/or TrustGates).

You will need to install a license certificate to increase the number of appli-
ances to connect and to allow the GateManager to be used for production
purposes.

6.1. Order licenses

1. Enter the menu Licenses A Order. You now have two options:

L Tree | tiles | cense Serves My hcconnt | Aboat | Logoff i

[ Statms Shorage lassall |

Order Licenses

jedect Licanse Ponal | ondy i vour point of puchess has mformed you 10 uss this

f por, or if in doukr, fillinthe  Indo Fom | (Gpens below) 10 pravide needed Information 10 your pont of purchese

n 8 Manager sechmea

You will be using the License Portal if you have been provided with a login for
the portal.

Otherwise press the [Info Form] button and fill in the form. The form will be
mailed to your point of purchase including the necessary information about
you GateManager, in order to create your license keys.
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6.2. Example of an Info Form:

| Tree | Files I Licenses Iﬂ- My Account I About I Logoff I
[ oo [ | oo
Order Licenses
Select only if your point of puchase has infermed you to use this.
If net, or if in doubt, fill in the {opens below) to provide needed information to

your peint of purchase.

License Purchase Information

Use this form to submit information to your point of purchase in relation to your license order.
MOTE: This form is not your official purchase order, but only a specification of your current
account status to ensure creaticn of the correct licenses.

Your point of purchase:

Company: Distriburtor X

Contack: My ssles guy in contact

E-mail: accountingEdistibutor.com

Order Reference:

GateManager Model: 2250
Hostname (FQDMN): gm.acme.com
LicenseID:: qRCjs2I0CRBycHMNS|saq? N2P-]EF

Order number: 20164221

Your own purchase order number related to this info submission

Your company: Acme Ine

Your name: Mr. X

Your E-mail: SUppOrTEacme. com
Comment:

Your current account and license status:

TLS Certificate: DEMO mode
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6.3.

6.4.

6.4.1.

Installing licenses

Activation License(s)

If the GateManager is online (connected to the Internet), Activation Licenses
will automatically be installed on the GateManager by the License Portal
(The order in the License Portal may have been entered by you or your point
of purchase)

Verifying if GateManager is Online

If Online the GateManager is capable of being automatically activated and/or
having additional licenses automatically installed

Check if the GateManager is Online Under Server A Status:

E Tree I Files I Licenses I Server _ My Account I About I Logoff J

[ Status | Log | Mail i Config | Certificates | Routes | Tools | Backups | AL Password i

Attention needed!

[5J Using GateManager Trial TLS Certificate

GateManager Status

Server time: 2016-07-04 22:24:52 (20:24:52 UTC)
Firmware version GateManager 9250, v9250_7.0.16267
Serizl number: 9250:00:0C:29:23:7B:04:4C1010C2
License ID: qRCjs2I0CRBycHMSIsoq? N2P-1Ef

Last backup: 2016-07-04 04:02:00

[ GateManager: Connected te Service GateManager at 193.242.155.100 (tls) '

Database Usage: | N C o

Database Memaory: 250 MB
Disk Usage: | N © 5o
Database Storage: 1 KB
Audit Log Storage: 0 ME
Firmware Storage: 0 MB
Internal Backup Storage: 0 MB
Cromains: ]
Accounts: 1
Appliances: 1
Alerts: 0
License Pools: 20
Messages: 0

[ Refresh ” Compact ” Backup ” Maore ==

If your GateManager is not online, the email from the License Portal confirm-
ing the order will have the licenses attached for manual installation.

The same email will contain instructions for installations. If in doubt, refer to
APPENDIX F. Manual installation of licenses
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6.4.2. Verifying that activation was successful
Before Activationsthecé@mMseo Appthendeee view wild.l be
and show A00.

l Tree I Files I Licenses I Server _

CPAEAREINCITE Q

Standard Pool (S5L Client 2ffffff)
q 1 standard Pool (LinkManager 2fFFFf)

q 1 standard Pool (LinkManager Mobile 2fFffff)
[E;‘f secomea.com & secomea.com - 148.251.223.2

After activation this value will be 25-1000/5000 according to the ordered
GateManager license agreement.

In ordering the GateManager with EasyService the value will show 1000 or
5000. If you have ordered Limited Service agreement, you would have
started out with an Appliance license of 25 and the screen will show:

l Tree ] Files I Licenses ] Server _

SRR NI Q

Standard Pool (550 Client 2fHFFf)
q 1 standard Pool (LinkManager =)

q 1 standard Pool (LinkManager Mobile 2ffffff)
[El“' secomea.com & secomea.com - 143.251.223.2

Max Appliance Upgrades under the Limited Service agreement can be pur-
chased separately, and are installed the same way.

If additional licenses were ordered, they will be shown with the order number
as description:

l Tree I Files I Licenses I Server _
SR ELR L& & Q
=12 ROOT mE=

—a Administrator ()

—q 25 Max. Appliances (GateManager #1)

— " standard Pool (S5L Client =Ffffff)

—q ! Standard Poal (LinkManager £ffffff)

—q ! standard Poal (LinkManager Mobile 2ffffif)

F-:a '=313131331 £ (LinkManager Mobile £2)

—q 1 =313131331 ¢ (LinkManager Mobile #1)

—q 1 =313131331 £ (LinkManager 1)

—q 1 =313131331 ¢ (LinkManager Maobile £3)

—q 1 =313131331 ¢ (LinkManager Mobile #5)

—q 1 =313131331 ¢ (LinkManager Mabile £4)

- =313131331 # (SiteManager Em bedded Extended,
= ¥ secomea.com @ secomea.com - 148.251.223.2
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APPENDIX A, Setting up backup

Backup will ensure that you can recover GateManager data including the da-
tabase and the GateManager settings/licenses. This does not include a
backup of the GateManager server firmware.

Backup to USB flash drive

The primary backup is made on a USB flash drive. The backup is relatively
compact, so a USB flash drive of e.g. 4GB would be sufficient. It is essential
that the flash drive is formatted for FAT 32bit (NTFS formatted drives will not
work).

(If you are formatting the USB flash drive in Windows open the control panel,
then under administrative tools, select disk management. After right clicking,
select the format on the USB flash drive.)

The GateManager will automatically assume there is a USB drive available
for backup. If no USB drive is available you will see a warning under Server
Status, and under Server Backups, you will see the following:

[ Tree | Fites | Licenses | server —

E Status | Log | Config I Certificates l Routes l Tools [Backuns TAL Password ]

Server Backups

Backup Source: | Standard V|

Internal Flash Drive /
©® 2013-04-22-02:02;00  Lrive not found.

@ 2013-04-21-02:02:00

© 2013-04-20-02:02:00

© 2013-04-19-02:02:00

'F‘.est:.rre Backup Can:retr

When inserting a properly formatted USB drive, this page will display the de-
fault backup intervals:

E Tree | Files | Ucenses | Server |

E Status | Log | Config | Certificates | Routes | Tools | Backups | Al Password I

Server Backups

Backup Source: | Standard ¥

Internal Flash Drive

@ 2013-04-22-02:02:00 © 2013-04-22-02:02:00 - daily-1
@ 2013-04-21-02:02:00 © 2013-04-21-02:02:00 - weekdy-1
@ 2013-04-20-02:02:00 © 2013-04-21-02:02:00 - daily-2
@ 2013-04-19-02:02:00 © 2013-04-14-02:02:00 - weekly-2
@ 2013-04-18-02:02:00 © 2013-04-05-22:15:33 - monthly-1

Restore Backup Cancel
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Under Server A Config, you will see that USB flash backup is default ena-
bled, so unless you desire to change the backup intervals, you do not need
to do anything:

Status Log Config Certificates T Routes I Tools T Backups T AL Password I

GateManager Configuration
Edit
}» Basic Setup
» WAN (Public/Private) Interface Setup
} LAN Interface Setup
¢ DNS and NTP Settings

» Go To Appliance / Relay Settings

Sarver Backup

Backup to USE flash: I:‘ / FTP Backup: I:‘

FTP Host: |

Daily Backup Hour: UTC [0..23] FTE Directory: |
Keep local backups: Hays FTE Usar: |

FTF Password: |

Backup to FTP server

An advantage of a FTP backup is that the FTP server does not have to be in
the same location as the GateManager server.

Select Server A Config and expand the Server Backup section.
Fill in the FTP settings for the server destination and press the [Save] but-
ton. It is not necessary to restart the server.

[ Tree T Files T Licenses Server My Account
[ Status T Log “Config " Certificates T Routes T Tools T Backups T AL Password _

GateManager Configuration

Restart server:

¢ Basic Setup

» WAN (Public/Private) Interface Setup
» LAN Interface Setup
» DNS and NTP Settings

} Go To Appliance [ Relay Settings

Server Backup

Backup to USE flash: FTP Backup:
FTP Host:  |172.16.16.11 |

Daily Backup Hour: uTc [0..22] FTP Directory: |."arraylf'ﬁphackup."gmﬂl
Keep |ocal backups: days FTP User: |secomea |

Note: If no USB drive is attached to the server you should uncheck the option
"Backup to USB flash:" Leaving it checked will result in the logon splash
screen saying "Last Server Backup failed".
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You can have several backup methods set up simultaneously. The following
screenshot illustrates a GateManager that has been setup for both USB- and

FTP backup:

[ Status T Log T Config T Certificates T Routes I Tools [ Backups I AL Password -

Server Backups

Backup Source:

Internal

© 2012-04-22-07:43:
© 2013-04-22-07:11:
© 2013-04-22-02:02:
© 2013-04-21-02:02:
© 2013-04-20-02:02:

© 2012-04-15-02:02:

56

34

oo

oo

oo

{alu]

':' 2013-04-18-21:19:44

© 2013-04-18-20:06:

| Restore Backup | | Cancel

i5

Flash Drive FTP
@ 2013-04-22-07:43:56 - monthly-1 @ 20132-04-22-07:43:56 - daily-1
@) 2013-04-22-07:43:56 - daily-1 © 2013-04-22-07:11:34 - daily-2

© 2013-04-21-02:02:00 - weekly-1

@ 2012-04-17-12:29:03 - monthly-1

Verify that backup is working

When a backup is configured, it would be wise to test the backup destination
by making a manual backup.

Select Server A Status and press the More button to see the latest backup
log. Press the Backup button to manually start a backup process.

i Status I Log T Config T Certificates T Routes T Tools T Backups T Al Password I

Attention needed!!

Trial Mode - Mo CateManager License installed

GateManager Status

Server time:
Firmwara version
Serial number:
Last backup:
Datzbaze Uszge:
Datzbaze Memory:
Disk Usage:
Datzbasze Storage:
Audit Log Storage:

Firmware Storage:

Internal Backup Storage:

Daomains:
Accounts:
Appliances:
Alerts:
License Poals:

Messages:

2013-04-22 11:12:02 (09:12:02 UTC)

GateManager 4250, v4250_13171
4250:00:0D:B9:2A:80:F8

2013-04-22 04:02:01

| I © o
25 MB
| 1 o
0 KB

0 MB

& MB

13 MB

o ]

0

[ Refresh ] [ Compact] [ Backup] [ Maore == ]
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A successful backup to will be displayed as follows:

Messages: u]

Compact [ Backup] [ Mare == ]

Backup Done

Start Internal Backup: Mon Apr 22 09:51:15% UIC 2013
Database Snapshot (535EB): Mon 2pr 22 0%:51:32 UIC 2013
Compiling Backup file_ . _

Internzsl Backup done: Mon 2pr ZZ2 05:51:44 TUIC 2013

Backup File: backup/gm.2013-04-22-05:51:18.tg= (7TMB)
Trim datagbase storage. ..

Current zudit log disk usage: 32 MB (4 months)
Bemoving backups clder than 3 dawys

Start backup export

Export Backup Started

Mount USEB flash driwve: =adb5s

Local suto-backup target: JSmnt/sdb5/GMELACEUE
Copy/local to /fmnt/sdb5/GMBACEUE/dailvy-1.tg=
Eject USE flash driwve: sdb5
Copy/FIP to 172.1e.l1l6.11:farrayl/ftpbackup/qgn
delete daily-Z._tgz=

rename daily-1.tgz daily-2_tg=
FIP Backup succeeded

Export Backup Done: Mon A2pr ZZ 09:5Z:35 UIC 2013

241 /daily-1.tg=
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APPENDIX B, Upgrading GateManager Firmware

There may be a newer version of the GateManager firmware that introduces
bug-fixes and new features.

Ch e c k Atbloatabiin the GateManager portal for the currently running
version. If a newer version exists on the Secomea web site, you can download
and install it based on the following instructions.

1. Select Files A Firmware and press the plus Icon.

[ Tree [ Flles ] Licenses T Servel _ My Accoomt T About T Logot? ]
(e e e T | e | o ] e | e DD

Flrmware Reposlitory

$ &

’ G.!oh:iw.ub e frmwware i

R GoteManager sectmea

2. Press Choose File and browse for the file: (v4250_xxxx.ffs or v4260_xxxx.ffs) and
press Upload:

(=T T T I - T oo | oo )
e T ™ \ = T
(o T v T rempiems ] s T o T roaes T e T e D

Flrmware Repository

¢ E
Upload firmmars (max 47 KIIH Chocee Mle | w4250 16455 M | -
Camment C . ] [ Cascei )

v GateManager Firmware

Wait for the firmware to be uploaded and saved.
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3. Selectthe Tree menu and clickonthei Show Ap pll¢oain thestap dcon-
list, and the GateManager server will be listed (if not listed already). In this exam-

ple it is named by the public IP address that is entered as the External Public
Hostname in the WAN configuration.

G Tk e Y ' <coun | Avsn | tegort )
stusRsae)E A -4 Ao

r;.' [ Carmaty I “_“'_"',,T_A‘,:m T_':'f‘_"' T Appliances T Alerts T Acsinng I
Mesiages T fetays T Reports T Anon

) ~TimyClieats
Crntmmes Dusnnm Ouwarview — TRET i

.7 50 584 552 51 - 90 588192 51

Domtan mame ROOT

Damsain token: o

Taz Sarvice Lavel: ] L
Actousts  total on Uterses totul use  Appliesces  totel ow

Sarver - Axzlieus o GataManeper

Admistator M Nabie 1 0

UnkManages 1
STUVEN 3

°y " '

3 CoteMonager sectmeq
4. Select the GateManager Agent and press the Upgrade button.
(o T T v T e I o | oo | o)

CTERHAMOT N ¢ + Wr-3018019250-2018019231in JLROOT

o pored Cmroesey 0
= (23 «~TinyQients s e e

N S0, 104 153 51 - S0.184 182 54

Procuct  GebeManaper 4320

Teriall 423210010 /89124: 36FC

Crestwd:  2013-03-C8 23:67 L

Seutte 1P 17225824 298

X @onm» vAIS0_13354
SVYmMsare

[ 8 Cnehanager Ui | (g8 DebuaConzels | » [SKDsamee | [ 1§ Deae |

[ hng

La 2013-03-22 10:15:27 {7 mmutes 47 seconds age)]  Next:
heartbest: 10:20:18 in 01:53) @

3 CoteMonager sectmeq

5. Press the Upgrade button for the newly uploaded firmware.
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