Application Note
Siemens PLC and SIMATIC STEP 7 / TIA Portal

This document guides you through the setup of proprietary vendor specific

software installed on your PC. Your supervisor may provide you with addi-
tional or alternative instructions.

The document consists of standard instructions that may not fit your particu-

lar solution. Please visit our support website for latest revisions of documen-
tation and firmware:

http://www.secomea.com
Version: 4.7, January 2015
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Prerequisite for this guide

The following guide will assist you to setup a remote and online connection to
the Siemens PLC equipment placed on the customer site using your Siemens
SIMATIC S7 PLC or TIA Portal programming software installed on your PC.

Prerequisites for this guide are:

" You have an operational LinkManager installed on your PC with a
GateManager certificate that allows you to connect to the SiteManager
agents.

= You have the Siemens software installed.

" You have the Siemens device agent installed and configured on the
SiteManager at the remote site, and there is access between the
SiteManager and the Siemens PLC via one of the following connection
methods:

= PLC with a native Ethernet module, such as the CP-343 SIMATIC NET
for S-300, or the integrated interface of a S-1200.

= MPI equipped PLC such as the Siemens S-300 series connected via a
RS232-to-MPI adapter configured with agent device type Siemens /
MPI (Seriel) on the SiteManager.

Note: Secomea has stopped providing SE MP1100 due to incompatibil-
ity problems with the Siemens TIA portal)

®= PPI equipped PLC such as the Siemens S-200 series connected via a
RS232-to-PPI adapter configured with agent device type Siemens / PPI
(Seriel) on the SiteManager.

Note: Secomea has stopped providing the SE PPI100 adapter due to
incompatibility problems with the 64 versions of the Siemens Step7 and
TIA portal programs. Also note that PPI require optimal bandwidth for
both the LinkManager and the SiteManager, due to the PPI protocol
and Siemens software per design does not take into account the trans-
mission delays (latency) that may occur when relaying the communica-
tion over long distances.)

= Ethernet equipped PLC configured with agent device type Siemens /
Ethernet on the SiteManager.

®= PLC connected via an Ethernet-to-MPI adapter (such as the Hilscher
netX NL 50-MPI) with agent device type Hilscher / NetLink Gateway
on the SiteManager.

= MPI equipped PLC connected via a Siemens Simatic S7 PC Adapter
USB Model (6ES7 972-0CB20-0XA0) or Model A2 (6GK1-5710BA00-
0AAO0) configured with agent device type Siemens / USB Adapter on
the SiteManager. NOTE that the LinkManager and SiteManager must
be version 14115 or later.

If this is not the case, we kindly ask you to contact the person / department re-
sponsible within your own company or at the company responsible hereof.
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System overview

The communication path is as follows:

Siemens Software 2 LinkManager - GateManager - SiteManager > PLC.
This guide will elaborate on the components marked with bold.

The following system overview depicts a SiteManager 3229 at the customer lo-

cation:
l iUSB
INTERNET ¥
Linkianager bé

Ethernet
s
R _ISeriaﬂ

\reh
ﬁ‘

Device Programming Software . ’
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1. STEP7: TCP connection via native Siemens Ether-
net port

The following describes how to connect the SIMATIC STEP 7 program to a
Siemens PLC with a native Ethernet module, such as the CP-343 SIMATIC
NET for S-300 or the integrated Ethernet port of e.g. an S-1200.

1. Locate the agent that represents you TCPI/IP attached Siemens PLC

el e

[ Logout | [ Services | [ GMLogin | [ sniffer | [ Raefresh |

XXX-gm07: ROOT.demo.EMEA.Customer A

E—v— ROCT &7 B SiteManager 3034 <Connect ali> @
= deme {55 beckhoff* (SiteManager 3034) - 172.24.2.195 @
G EMEA {5 Omron BLC* (SitaManager 3034) - 172.24.2.122 @
Customer 1 {5 Rockwell* (SiteManager 3034) - 172.24.2.120 @
Customer A 53" Schneider M340% (SiteManager 3034) - 172.24.2.131 @&

) tast ¥ Secomea (SiteManager 3034)
57 i 57-300 (si 3034) - 172.24.2.129 @
Showall | [ Expandall | [ Refresh | {55 Wago* (SiteManager 3034) - 172.24.2.135 @
3 ¥ wabCam Black (SiteManager 3034) - 172.16.15.12 @

[ showall | [ Expandall | [ Refresh

2. You will not see any activity on it yet. This only starts when you connect to the
PLC via your project:

el

| Disconnect | [ Logout | [ Services | [ Sniffer |

ROOT.demo.EMEA.Customer A

Si 57-300 (: 3034) - 172.24.2.129
Connects Packets Bytes
Agent Address Status
ok fail = =
53Y @ Siemens 57-300  172.24.3.129:80,102 IDLE o o o o o o
15800,5900 IDLE 0 o 0

3. Start the STEP 7 software and select Options = Set PG/PC Interface:

! SIMATIC Manager
File PLC Wiew N Window  Help
Cuskamize. .. Chrl+Al+E

Simulate Modules

Sek PGJPC Inkerface...
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4. Select TCP/IP -> VirtualBox TAP Adapter:

Access Path |

Access Paint of the Application:
|[STONLINE  (STEP7) - TER/P -\
(Standard for STEP 7)

Interface Parameter Assignment Used:
|TCPAP -> VitualBiox TAP Adapter

#2150 Ind. Ethemet > ViualBox TAP &
HB TCPAP > Broadcom Net<treme Gic
N TCPAP - Intel(R) PROAWireless .. —
FE TCPAP > VirtualBox TAP Adapter -
£ |

[Assigning Parameters ta Your NDIS CPs
with TCPAP Protocol (RFC-1006))

Interfaces
Add/Remove:

5. Press OK to save.

NOTE: The LinkManager does not allow STEP 7 to scan for network attached
devices. Therefore you will NOT see the PLC under the menu PLC = Display
Accessible Nodes. Neither will you see any activity on the LinkManager be-
fore you access it with a project where the PLC’s specific IP address is con-
figured.

6. Open your project, and make sure your project have the IP address config-
ured to match the address of the LinkManager agent.

Siemens S7-300* (SiteManager) - 172.24.2.129
s e e
1 o
o o

Statu

File Edit Insert PLC View Options ‘Window Help

Do (7|48 o %]

/57 _Pro1 -- C:\ins\S7_Pro1

. HW Config - [SIMATIC
D Stastion Edit Insert FL

Properties - CP 343-1 IT - {R0O/S4)

General IAddressesI Dptmnsl Users I S_l,lmhn\sl DME F’aramelersl Diagnﬂstn:sl

Short Descriphion: CP 343117

: 57 CP for Industrial Ethernet 150 and TCP/IP with SEND/RECEIVE and

| J D8 8 5| FETCHAWRITE interface, long data, UDF. TCF, 150, 57

= :ﬂ: CP 343 communication (server]. routing, madule replacement without PG, with
web server and E-mail, 104100 Mbps

=
Order No.: EGK7 343-1GX00-0E0

CPUI3C-2 Dy
X oA
22 DiI60016 i Imterface Backplane Connection

24 [[§ Coun Type: herme / MRl Addss. |3 =
2 Address 172242129
m MNetwarked: Yes Properties...

Cormmert:

Narme:

£l i

| o Uk

Press F1 to get Help,

Cancel | Help

|PC Adapter{MPL) [ [

Press F1 to get Help.
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7. Inthe project select PLC - Establish Connection to Configured CPU. You
should see the green RUN indication at the bottom..

! SIMATIC Manager
File Edit Insert PLC Wiew Options Window Help

Dw|22a| 3 a\m%un

< Ma Filter > ;IVJ'|%§|%EED“‘,
'Z787_Pro1 -- C:\ins\S7_Pro1 - [B]x]

pstem data o OB1

3 File Edit Tnsert NZK&N Debug Wiew Options Window Help

D3~ =
[a 22| 1|

Download Chrl+L
Select Online CPLU...
v Establish Connection to Configured CPU

#-{_7] Program(1]

CPU Messages... tents 0f: 'Environment’
Display Force Yalues Chrl+alt+F Name A

Monitor fModify Yariables ol

B Mew network

& B EI‘OCIZ Module Information. .. Chrl+Dr ~|
1 g :IEB ;E i Operating Maode. ., Chrl+D H
| e .Dc‘ ClearfReset. .. —EI

Sek Time of Day...

| r.'om::
= = v
Ej Program e EEE Call struc:.. ilﬂl > 1_

x|

AT IMT TEnor A Zlnio A 3: Cr ferences A 4: Address info.
Loading and modifying blocks and pragrams, madi @_ Abs <52 NwlLnl Ins /él

Press F1 ko get Help,
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2. TIA Portal: TCP connection via native Siemens
Ethernet port

The following describes how to connect via the Siemens TIA portal to a Sie-
mens S7-1200 PLC equipped with an Ethernet module that is attached to a
SiteManager via Ethernet (directly or via an Ethernet switch).

Please note; if you are connecting to a Siemens HMI, you need to set the
transfer method on the HMI to “Ethernet”. Furthermore, you will not be able
to “Go Online”, but you can download to the HMI. See Appendix C — Chang-
ing transfer method on Siemens HMI on how to change the transfer method
on the HMI.

1. Login with your LinkManager and locate the agent that represents your
TCPI/IP attached PLC. Click the text (that turns orange at mouse over) to
connect to the PLC.

(IR PTOTTOTET ("I\,

[ Logout | [ Services | [ &M Liogin | [ Sniffer | [ Refrash |

XXX-gm07: ROOT.demo.Lyngby A

E—— ROOT
B demo

&7 SitaManager 3034 <Connect aii> B
B BER junc (SiteManager 3034) - 172.24.2.121

£ Bmw £85¥ B&R PLC (vith VNC) (SiteManager 3034) - 172.24.2.121 3 B
-& Italy £3¥ Backhoff (SiteManager 3034) - 172.24.2.199 @
i Lyngby A 5% Bihl+Wisdemann AS1 (SiteManager 3034) - 172.24.2.138 @3
-& Lyngby B 37 Brother (SiteManager 3034) - 172.16.15.172 @
& Office IT %5 Omron PLC (SiteManager 3034) - 172.24.2.122 (]
b test 37 Pro-Face (SiteManager 3024) - 172.24.2.91
Y Rockwell (SiteManager 3034) - 172.24.2.120 @
[ showall | [ Expandall | [ Refresh | naidar M240 (SitaManager 3034) - 172.24.2.131 (]
£%3¥ Siemens S7-1200 (Sit=Manager 3034) - 172.24.2.205 &
{557 Siamens 57-300 (SiteManager 2034) - 172.24.2.129 @
%Y Wago PLC (Sit=Manzgar 3034) - 172.24.2.135 @

[ showall | [ Expandall | [ Refresh |

2. You will not see any activity on it yet. This only starts when you connect to the
PLC via your project (Make a note of the IP address of the PLC):

COTTR T OTTOGET SR {,_-,h

[ Disconnect | [ Logout | [ Services | [ sniffer |

ROOT.demo.Lyngby A

Siemens 57-1200 (SiteManager 20324) -[172.24.2.205

Connects Packets Bytes
Agent Address Status
ok fail x rx tx rx
3" @ Siemens 57-1200  172.24.2.205:80,102 = IDLE 0 0 0 0 0 0
+5800.5900 IDLE 0 0 0 o o o

Hint: You are in principle now connected to the PLC, and you could make a
ping to the PLC IP address.

3. Start the TIA portal and communicate on the IP address as you would normal-
ly have done if you were sitting in the local network with the PLC. The follow-
ing illustrates some basic screenshots:

NOTE: The TIA portal's network discovery function will not work via the
LinkManager connection, due to the nature of UDP broadcasts being limited
to the physical local subnet. l.e. it will not work either to us the TIA portals abil-
ity to apply another subnet to the PG/PC interface.
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4. Open your project in the TIA portal and enter project view.

5. Ensure that your project is configured with the IP address that the
LinkManager is connected to, by selecting the PLC

Siemens - Secomea

¥ ] Secamea
B ~dd new device
oy Devices & Hetworks
~ [ PLC_1 [CPU 12712C AC/D /R
I} pevice configuration

%) online & diagnostics
=

= |4 e o

Project  Edit Wiew Insert Online Options Tools  Window  Help

$7-1200 rack

@ E o -

j 3 B save project S M=K E MR §coonline ¥ cooffine  fz [A J_\-:I 11
N Secomea>PLC_1
Devices

¥ gl Program blocks
3 I"-_* Technolagical Ohjects
» G Pl tags
b (52 Watch tables d l — =
=) Test hists Device overview
v [ Local modules
e Madule Slot laddress Q addre . Type Order no
b g8 Commaon data TiE
» F_@ Languages & Resources = ——
» (g Online access g P
» r:w SIMATIC Card Reader General
GEneral Ethernet addresses
Ethernet addresses
b Advanced
Tirne synchronization Interface connected with
Subnet Mot connected
IP protocol
7D LT IPaddress: 172 .24 .2 . 205
4
Subnetmask: 255 255 255 0
lame
: ¥
r;:i Frogram blocks
[ Technological Objects W P ey
& FlCtags Router address: |72 24 2 205
- A

6. If matching the LinkManager, you can go Online on the PC.

Siemens - Secomea

Froject Edit  View Insert  Online

[3f 3| B save project S -

Options  Tools  Window  Help

_!! | =8 Ipf Go online m‘ Go offline

Devices
2 e 4

* ] Secomea
B Add new device
EE,] Devices
Rl PLC 1 [CPU 1212C ACDCRIyL
[” Device configuration
W] online & diagnostics
=

s Metwarks

I"_* Technolagical Objects

Watch tables

E] Text lists

» m Cormmaon data

» r:@ Languages & Resources
» p_m Online access
» [ SIMATIC Card Reader

o 57-1200 rack

g Prograrm blocks (1]

»
»

» [ PLC tags [+
» [5

» [ Local madules (1]

o PLC_1

Device overview

Module Slot | address Q@ addre.. Type Orde

103

Device information
1 Devices with problems
m Online... Ty Opera... Devicelmodule

Message Details

W 0K [0 STOP  PLC_1

Cperating mode "STOF' Faor additi
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7. You can now also observe data traffic in the LinkManager:

[ Disccmnect] [ Logout ] [ Services ] [ Sniffer ]

ROOT.demo.Lyngby A

Siemens 57-1200 (SiteManager 3034) - 172.24.2.205

Connects Packets
nt ok Fail tx
37 @) Siemens 57-1200  172.24.2.205:80,102  UPi1 1 o [92
:5800,5300 IDLE o o o
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3. MPI or PPl connection via RS232-to-MPI/PPI
Adapter

The following describes how to connect to the SIMATIC program, to a Siemens
PLC that is attached to a SiteManager via a Siemens RS232-to-MPI or RS232-
to-PPI adapter or the Secomea SE MPI100 or SE PPI100.

NOTE: This only applies to the 32 bit versions of the Step7 and TIA portal pro-
gram. In the 64 bit versions of these programs the COM port driver has been
removed, and you should use either the method described in section 4.MPI
connection via Siemens PC USB Adapter or 5.MPI or PPI connection via
netX NL 50-MPI/PPI adapter.

Ethernet-to-MPI/PPI are generally higher priced than RS232-to-MPI/PPI adapt-
ers, but you will also benefit from better performance and allows access to
MPI/PPI/Profibus DP 1,5 and 12Mbit networks. Secomea has standardized on
the Hilscher netLINK NL 50-MPI (Secomea part number 26940).

Also note about RS232-to-PPI, that this communication form is sensitive to the
speed of the connection. For very slow connections with high latency, you may
experience instability or event that it does not work at all.

The following illustrates setup of a MPI connection via Step7.

1. Locate the agent that represents you Serial Siemens PLC.

e CIDUET ol

[[ Logout | [ services | [ GM Login | [ Sniffer | [ Refresh |

XOX-gm07: ROOT.demo.EMEA.Customer A

E}—~— ROOT ¥ - SiteManager 2034 <Connect ail>
E—v— demo 55" backhoff* (SiteManager 3034) - 172.24.2.199

E—v— EMEA {53 Omron PLC* (SiteManager 3034) - 172.24.2.122
gk Customer 1 \ {%3" Rockwell* (SiteManager 3034) - 172.24.2.120 A

See®

B, customar & - %57 Schneider M340* (SiteManager 3034) - 172.24.2.131 @
) test | ¢J" siemens MPIbus (SiteManager)
%" Siemens 57-300 (SiteManager 2034) - 172,24.2,128 @
showall | [ Expand all | [ Refresh | {5 Wago*® (SiteManager 2034) - 172.24.2.135 g

@ ¥ webCam Black (SitaManager 2034) - 172.16.15.12 @@

[ showall | [ Expandall | [ Refrash |

2. When connecting the agent, you should see some activity in the tray icon ar-
ea, which is the auto configuring of a virtual serial port. If your SiteManager,
the MPI100 and the Siemens PLC is correctly attached, you should also see
the status of the agent change to UP, and a few bytes of traffic:

R T OO ET A (/""I\,

[ Disconnect | [ Logout | [ Services | [ Sniffer |

ROOT.demo.EMEA.Customer A

Siemens MPIbus (SiteManager 20324)

Connects Packets Bytes
Agent Address Status .
ok fFail tx (3 tx =
\_'_j" Siemens MPIbus 172.24.2.1:23 --> 127.0.0.1 UP:1 it [1} [ 4 2 56 56 ]
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3. Now right click the LinkManager system tray Icon, and select Status. Make
note of the Serial port that has been assigned (in this case COMB):

Status z

= Skate: Running
- 1) Device Mame: LinkManager
Product Mame: LinkManager 6041
Firrware: Vo041 10185
Serial Mo: 4100F0000010
1P Address: 10.127.128.129

GateManager: 130,226,210,172:443
SM Connection; ROOT. demo, Toplevel, EMEA. Denmark. CustomerF. Production Plank 2 1 Siemens MPIbus (SiteManager)

Installed routes:
172.24.2.1

Serial port emulation:
COME: 172.24.2,1:23 19200,5801 Mone [Siemens MPIbus]

4. Right click the LinkManager system tray icon again, and select Options. Enter
the number of the COM port you found under status. This will ensure that you
will always get this port in the future.

Met Type-
o i
COM port (=

5 —
ITI Cancel

Important: You must stop and start the LinkManager for the forced port to
take effect

Tip: You can also force another COM port (e.g. COM2). Just ensure in your
Windows device manager, that the port is not conflicting with an existing COM
port. See Appendix A for info on how to organize COM ports.
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5. Inthe SIMATIC program, select Options = Set PG/PC interface:

K SIMATIC Manager
File PLC  Wiew ndow  Help

O = | &7 Custormize. .. ChrhrAl+E

Simulate Maodules

Sek PGJPC Interface, .,

6. Select PC Adapter(MPI), If you do not see this adapter in the list, click Select

and install the PC Adapter:

L) SIMATIC Manager
File PLC Wiew Options

0w |8 & | %

Set PG/PC Interface

Access Path | Install/Remove Interfaces

CP512 (PlugiPlay)
CPSETT (PlugiPlay)

Inztall --» | BRI PC/PPI cable
TCPAP -» Wi ware Accelerated AMD...
< Uninztall |

Interface Parar]

TCRAP - Whd

3] m |

v Display modules ready for operation only

Access Point o Selection: Installed:
[S7OMLINE ‘ Modue
[Standard for 5 CP3511 [PlugiPlay) BR150 Ind. Ethernet - YMware Accelerated AMD. .

[&zsigning Par. IAdapter for MPI/PROFIEUS net via serial or USE interface of the PC

with TCP/IP Py
Interfaces | &I
’7 Add/Remover SeeeT | |
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7. For the PC Adapter (MPI), select properties and select the COM port you
found on the LinkManager Status screen. (Make sure that “Apply settings for
all modules” is NOT checked)

! SIMATIC Manager
Fil= PLC Wiew Options Window Help

Dw |32 || @ |\

Set PG/PC Interface
Access Path I

Access Point of the Application:

[STONLINE  (STER?) > PC AdapteilMFI) |

[Standard for STEP 7]

Interface Parameter Assignment Used.
|PC AdapterMPI]

B8 <Mones =

BR150 Ind. Ethemet -> YMware Acceh = |

PL Adapterluto] B
AdapterMP)

Propetties... |

Copy... |

| Delete |
L4 i il

[Parameter azzignment of your PC adapter
far an MPI network]

Interfac

Add/Remove:

Select |

0K

Press F1 to get Help,

Cancel | Help

Properties - PC Adapter(MPI)

MP Local Connection I

Connection ko

IEEIMT vI

COM1
COME

Transmission Rate:

™ Apply settings for all modules ‘

Ok I Default Cancel

[ |PC Adapter(MPT)

File: Bt

Im Display Accessible Nodes

PROFIBLIS
Edit Ethernet Mode...
Update the Cperating System...
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9. If the SIMATIC software displays some accessible MPI nodes, you have con-
figured everything correctly, and you should be able to start a project and
communicate with the PLC.

K sIMATIC Manager - Accessible Nodes
File Edit Insert PLC Yiew Options window Help

D |87 4 B || (B 2| B 88| 8 [[<HoFiter> %S E | BEM|

MPl = 2 [dirzctly] MMl = 3
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4. MPI connection via Siemens PC USB Adapter

The following describes how to connect to a Siemens PLC that is attached to a
SiteManager via a Siemens PC USB adapter. The following screenshots de-
picts the SIMATIC Step7 software)

Both the Siemens Simatic S7 PC Adapter USB 6ES7 972-0CB20-0XA0 (hard-
ware revision 1.2 and 1.3), and USB A2 6GK1-5710BA00-0AAQ have been veri-
fied to work.

NOTE: that SiteManager and LinkManager version must be 14115 or later

1. Locate the agent that represents you USB Siemens PLC, and connect to it.

kb Fm'. 1 . S p <
iglseiniciei Al
)

[ Logout | [ Services | [ GMLogin | [ Sniffer | [ Refresh |

X0OX-gm07: ROOT.demo.APAC.Customer A

B ROOT &7 B SiteManager323s  <Connect sil> g
B~ demo {‘5}"’ Backhoff (SiteMansger3239) - 172.24.2.1599 @
E—— APAC O‘f Siemens USBE (SiteManager3239)
-k Customer A
»— EMEA [ showall | [ Expandall | [ Refresh |
) test
showall | [ Expsndall | [ Rafresh

2. First time the connection is opened, the "Found New Hardware" Wizard will
pop up. Select to_not search for drivers on Windows Update site:

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard

windowes will zearch for curent and updated zoftware by
looking an wour computer, an the hardware installation CD, or on
the "Windows Update Web site [with vour permizsion).

Aead our privacy policy

Can Windows connect to Windows Update to search for
softwane?

(Yes, this time anly
{1''es. now and every time | connect a device
(%) Mo, nat this time

Click. Mest to continue.

I Ne:-ct>[}J[ Cancel

Application note, Siemens PLC and SIMATIC STEP 7 / TIA portal
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3. Select “Install the software automatically”, click Next and the process
should proceed automatically.

Found Mew Hardware Wizard

Thiz wizard helps wou install software for:

SIMATIC PC Adapter LUSE

f:'JI If your hardware came with an installation CD
B2 or floppy disk. insert it now.

Wwhat do you want the wizard to do?

nstall the software automatically [Recommended)
() Install from a list or specific location [Advanced)

Click Mext to continue.

l < Back ” Next>Nl Cancel ]

Found Mew Hardware Wizard

Pleaze wait while the wizard installs the software...

@ SIMATIC PC Adapter USE

-7 -~

Setting a gystem reztore point and backing up old filez in
caze pour system needs to be regtored in the future.
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Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard hasz finished installing the software far:

@ SIMATIC PC Adapter USE

Click. Finizh to cloze the wizard.

< Back Cancel

4. Start the SIMATIC Manager program, and select Options 2 Set PG/PC In-
terface.

K/ SIMATIC Manager
File PLC Wiew RaldEytN YWindow Help
O = gf‘ Cuskomize. .. Chrl+-Al+E

Set PP Interface, .,
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5. Select “PC Adapter (Auto) from the list, and click Properties.

Set PG/PC Interface
Access Path l

Accezs Point of the Application:

[Standard for STEP 7)

Interface Parameter &zzignment sed:

B <Mones o
150 Ind. Ethemmet - WitualBox TAP —

PC Adapterduta)
< | >

[&utomatic parameter azsignment of pour
FC &dapter for MPI/PROFIBUS networks
zending buz parameter message frames)

Interfaces

[~

|PC Adapter(Auta) Properties. . L\Q]

|50 Ind. Ethermet -> Yiware Acceh
9 _ o |

Add/Remove: Select...

Cancel |

Help

6. Select “Local Connection” and choose USB from the dropdown menu. Click
OK twice.

Properties - PC Adapter(Auto)

Autarnatic Bus Profile Detection { Lacal Connectian

Connection to;

v Apply zettings for all modules

Cancel

Help
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7. Now, you should be able to access the PLC via the USB PC Adapter. To
get a list of available nodes, select PLC = Display Accessible Nodes.

I SIMATIC Manager
Wi  Opkions  Window  Help

Display Accessible Nodes

4
PROFIEUS

Edit Ethernet Mode. ..
Ipdate the Operating Swstem. ..

K SIMATIC Manager - Accessible Modes
File Edit Insert PLC Wiew Options Window  Help

D |27 & | ¢ =Rk 5] 0] %1 | [« N Fier >

il Accessible Nodes -- MPI

e

~i) Accessible Modes
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5. MPI or PPI connection via netX NL 50-MPI/PPI
adapter

The following describes how to connect the SIMATIC program, to a Siemens
PLC that is attached to a SiteManager via a Hilscher netX NL 50-MPI/PPI
adapter (Secomea part number 26940).

Important: The IP address of the NL-50 adapter must be configured locally and
saved permanently into the adapter before shipping it to the final destination.
You cannot set the IP address on a new NetX adapter remotely via a
LinkManager connection.

The following depicts the SIMATIC Step7 software only.

1. Set a static IP address on the NL-50 adapter that matches the subnet of the
SiteManager DEV port. (For more details, refer to Appendix B - Setting
the IP address on the NL 50-MPI)

2. Install the Step7 IBHNet driver from the CD that is included with the NL-50
adapter. Follow the on-screen instructions. Remember to restart your com-
puter when the installation is finished.

3. Inthe LinkManager locate the agent that represents your NL-50 adapter,
and connect to it.

LI I— el

[ ogout | [ services | [ GM Legin | [ sniffer | [ Refresh

JHS-GMO5-ESXi: ROOT.test.JHS

L& RooT.testans H¥—— 14s-GMOS-ESXi [hkkpima]
& — H5-TGE0-HOME @
PR
Y s @
&£ SiteManage @

€™ MPI (SiteManager) - 10.0.0.30

[ showall ) [(Expandall | [ Refresh |

4. Start the SIMATIC Manager program, and click Options = Set PG/PC In-
terface.

K/ SIMATIC Manager
File PLC Wiew RaldEytN YWindow Help
0 = | g'f 2 Cuskomize... Crl4+-Al+-E

Simulake Modules

Set PGIPC Interface. ..
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5. Select the “IBHNet(MPI)” interface from the list, and click Properties.

Set PG/PC Interface
Arocessz Path l

Access Point of the Application:

| [

[Standard for STER 7]

Interface Parameter Azzignment Uzed:
||EHNet[h-1 Fl) Froperties. .. |

B <M anes Diagnostics. . |

Copy... |

[IEHMet(MPI])

Interfaces

Add/Remove:

Cancel |

6. Click the IBH network settings button

IBH Network (MPI) E3

Station:

k. IBH netwnrkﬁfttings | Cancel |
by
Application note, Siemens PLC and SIMATIC STEP 7 / TIA portal Page 22 of 43

sechmed



7. Click the New station button.

% IBH Network settings

File Stations IBH Links Options Help
Station;
Statian M ame Address |
Settings:
M ew ztation L\\r| Change station | Delete ztation |
BHLink57 | IBHLinkS5 | IBHLik S5++ |  Language |
Close | Yergion: 1.48 Help
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8. Give the station a name, so you can identify it later on, and type in the IP
address of the NL-50 adapter. Click OK and Close.

M arne:
Siemenz =7 -300

IP ﬂddress’w\netwmk: T

pe:
BEELE ) & IBH Link 57 / IBH Link 57++
" |BH Link 57 Plus
Timeout " |BH Link 55 / IBH Lirk 55++
- 5RO
| 4000 millizeconds C SaRPLED v3x A vl
" SoftPLC w2 »
Prafile: " SoftPLC [variables only)
o MPI " BFC1008 [variables only)
" Profibuz " Hilscher AP [variables anly)
" PRI 7 571200 [wariables only)

Advanced connection sethings:

v Test nebwark connectivity [recommended)

[ Take profibus parameters from project

| 2k, | Test | Apply | Cancel |

9. Select the station you just created from the dropdown list, and click OK
twice.

IBH Network (MP1) X

Station:
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10. Now, you should be able to access the PLC via the MPI. To get a list of
available nodes, select PLC = Display Accessible Nodes.

I SIMATIC Manager
Wi  Opkions  Window  Help

Display Accessible Nodes

4
PROFIEUS

Edit Ethernet Mode. ..
Ipdate the Operating Swstem. ..

K SIMATIC Manager - Accessible Modes
File Edit Insert PLC Wiew Options Window  Help

D |27 & | ¢ =Rk 5] 0] %1 | [« N Fier >

il Accessible Nodes -- MPI

e

~i) Accessible Modes
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6. VMWare: TCP connection via native Siemens
Ethernet port

You can run the Siemens software inside a VMW are engine, to a Siemens PLC
that is Ethernet attached to a SiteManager.

From LinkManager version 12155 you can choose to run the LinkManager in-
side or outside the virtual machine. Note that LinkManager can only run inside
VMWare if the host OS is Windows 7 and the PC’s CPU has support for virtual-
ization.

The following illustrates VMWare Player, which can be downloaded from
http://www.vmware.com/support/product-support/player/, and for LinkManager
running outside the virtual machine (i.e. on the host OS system)

1. Locate your Windows XP that has Step7 installed, and enter Edit virtual ma-
chine settings.

Windows XP Professional 2

State: Powered Off
05: ‘Windows ¥P Professional
version: Workstation S.x virtual machine
RAM: 1024 MB

@ Play virtual machine

“ f Edit virtual machine settings
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2. Make sure the Network Adapter settings is set to NAT (If running
LinkManager inside VMWare, you can run either NAT or Bridged mode)

X

Virtual Machine Settings
Hardware |Opti0ns!
i Device Summary Device status
& Memary 1024 ME Connected
% Processors 1; Connect at power on
le/Hard Disk (IDE) & GB (Preallocated)
(2)COjoVD (IDE)  Auto detect Metwork connection
H Floppy Using drive A: () Bridged: Connected directly to the physical network
| Network Adapter  NAT Re i . .
@USE Controler  Present i .
@Serial Port Using part COME (%) MAT: Used to share the host's IP address
() Host-orly: & private network shared with the host
[ Add J [ Remave _]
| OF | [ Cancel J [ Help ]

e

3. Start the VMWare engine, and on the host PC start LinkManager.

4. Follow the procedure of section 1 STEP7: TCP connection via native Sie-

mens Ethernet port to get access to the PLC via LinkManager
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7. VMWare: MPI connection via RS232-to-MPI Adapt-
er

You can run the Siemens software inside a VMW are engine, to a Siemens PLC
that is attached to a SiteManager via a MPI-t0-RS232 adapter.

You can choose to run the LinkManager inside or outside the virtual machine.
Note that LinkManager can only run inside VMWare if the host OS is Windows 7
and the PC’s CPU has support for virtualization.

The following illustrates VMWare Player, which can be downloaded from
http://www.vmware.com/support/product-support/player/, and for LinkManager
running outside the virtual machine (i.e. on the host OS system)

1. Follow step 1-3 of section 3 MPI or PPl connection via RS232-to-MPI/PPI
Adapter. This will create a COM port even if the PC does not have a physical
COM port.

2. Locate your Windows XP that has STEP 7 installed, and without starting it,
enter Edit virtual machine settings.

Windows XP Professional 2

State: Powered Off
05:  Windows P Professional
version: Workstation S.x virtual machine
RAM: 1024 MB

@ Play virtual machine

“ f Edit virtual machine settings
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3. Add Serial Port to the Hardware list (if it does not already exist).

Virtual Machine Settings X

Hardware | (.Z)ptions.

Device! Bl A dd Hardware Wizard X
E Memary 1024
# Processors 1 Hardware Type
@Hard Disk (IDE)  80GB What type of hardware do you want ko inskall?
(=) CoyovD (IDE) Auto ||
1 )
Flappy Usingll  Hardware Explanation
Network Adapter  MAT () Hard Disk #dd a serial port.
USE Controller Prese '@CD,I'DVD Drive
7 ;
H Floppy Drive
Network Adapter

@USB Controller
@] Sound Card
@Parallel Pork

@Generic SC3I Device

l [Hext = I Canicel

™~

add... Remove

I (o] 4 I[ Cancel ][ Help ]

T

4. Select “Use physical port” (Even though LinkManager makes a virtual COM
port, VMWare sees it as a physical port)

Add Hardware Wizard '2(_,'
Serial Port Type
ehat media should this serial port access?
Serial park
(%) Use physical serial port on the host h
() output ko File
() output ko named pipe
[ < Back. ] I Mext = l [ Cancel
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5. Set the port to the COM port used by the LinkManager (see section 3 MPI or
PPI connection via RS232-to-MPI/PPI Adapter)

Wirtual Machine Settings @
Hardware | Options
. Device status
Device Surnmary
F= SIC ked
B Memory 256 MB onnece

B Processors 1 Connect ab power on

{eHard Disk (IDE) 4 GB

(S)CDfOVDIDE)  Using drive F: Sonpection

H Floppy Lsing drive A: [ @) Use physical serial port: ]

EINetwork Adapter MAT [COMS - ]
@USB Controller  Present \ Auta detect (COMS]

@" Sound Card fuka detect = CoML

(@ serial Port Using port COM3 | EEET

) Use named pipe:

6. If VMWare does not allow you to add a Serial port, it may be because the PC
does not have a physical Serial port. But if you have started LinkManager and
connected to the Agent, the virtual COM port of the LinkManager should be
regarded as a physical COM port by VMWare.

7. Press OK twice, and select the Select Finish and OK, Start the VMWare
WindowsXP image, and start the STEP 7 software.

8. Follow the procedure described in section Error! Reference source not found.
Error! Reference source not found. on getting access to the PLC via
LinkManager.

Note: VMWare will typically make the physical COM port of the host system
(e.g. COM3) appear to the virtual OS as COM1. You should configure STEP 7
to use the port of VMWare (COM1) and not the physical port of the host sys-
tem (COMB3) that is used by LinkManager.

7.1. Startup order of VMWare, LinkManager and STEP 7

If you have already preset a COM port in LinkManager as well as in
VMWare, the startup order would be irrelevant. You can stop and start the
components individually.

If you encounter problems, or you have changed the COM port setting of
LinkManager it is recommended to try the following:

1. Stop the VMWare engine.

2. Stop LinkManager completely.
3. Start LinkManager.
4

Connect to the Serial PLC and check the assigned COM port under Sta-
tus (by right-clicking the LinkManager tray icon)

5. Check the COM port settings of the Virtual Machine Settings of the Win-
dows image with the STEP 7 software. (COM port should be COM1 or
COM2, and not the virtual COM port assigned to the LinkManager)

6. Startthe VMWare image.
7. Start STEP 7 and connect to the PLC
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8. VMWare: MPI connection via Siemens PC USB
Adapter

You can run the Siemens software inside a VMWare engine, to a Siemens PLC
that is attached to a SiteManager via a MPI-to-USB adapter.

Important: LinkManager must run inside the virtual. Note that LinkManager can
only run inside VMWare if the host OS is Windows 7 and the PC’'s CPU has
support for virtualization.

The following illustrates VMWare Player, which can be downloaded from
http://www.vmware.com/support/product-support/player/, and for LinkManager
running outside the virtual machine (i.e. on the host system)

1. Locate your Windows XP that has Step7 or TIA portal installed, and enter Edit
virtual machine settings.

Windows XP Professional 2

State: Powered Off
0S: Windows ¥P Professional
version: \Workstation S.x virtual machine
RAM: 1024 MB

@ Play wirtual machine

* f Edit virtual machine settings
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2. Make sure that USB Controller has been added as Hardware component:

Wirtual Machine Settings @
Hardware | Options
Device Surnmary tennections
- Merory £12 ME Enable high-speed support For USE 2.0 devices
[ Processars 1 Automatically connect new USE devices}
(dHard Disk (IDE) 4 GB (Persistent) Show all USE input devices
*JCD{DVD (IDE) Auto detect [ share Blustoath devices with the wirtual machine
B Floppy Using drive &:
ElNetwork Adapter  NAT
[-<|usE contraller Present P
@'J Sound Card Auko detect
m Serial Port Using port COMS
Add... ] [ Remove

[ [s]4 J[ Cancel ][ Help ]

3. Start the VMWare engine and the LinkManager inside the VMWare engine.

4. Follow the procedure of section 4 MPI connection via Siemens PC USB
Adapter to get access to the PLC via LinkManager
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Appendix A - Organizing COM ports in Windows

Clean up Windows Registry for redundant COM ports:

We have experienced that some versions of the Siemens software require a
COM port number less than 7. In case your PC assigns a COM port of e.g. 13, it
may be due to previous installs of virtual COM ports from in relation to installa-
tion of other programs.

You can clean your PC for redundant COM ports in Windows registry:

1. Open regedit (Start > run > Regedit)

2. Navigate to:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ControAN\COM
Name arbiter
In the ComDB set all values to 00

4. Restart your PC

Enable LinkManager to use COM1:

Some Siemens programs (such as the “Flexible Transfer Tool”) require the
COM port to be COML1.

Even if no COM ports are installed on the PC, Windows will never assign a
COM port lower than COM3 to the LinkManager. You therefore have to do the
following to force LinkManager to use COM1:

1. Open Windows Control Panel »> System - Hardware - Device Manager
- Ports (COM & LPT).

2. If there already are physical COM ports listed, you must re-assign the port
numbers to free up COML1.

Right click a COM port and select Properties - Port Settings - advanced
Change the COM port number in the drop down list.

Restart your PC.

Right click the LinkManager system tray icon and select Options.

Enter 1 in the COM port field.

o 0 > w

Met Tope
- '
CO port s

1
k. | Cancel

7. Stop and Start the LinkManager and start the Serial agent.
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Appendix B - Setting the IP address on the NL 50-
MPI Adapter

In order for the MPI adapter to work, you need to program the IP address per-
manently into the adapter locally, prior to shipping the adapter to the site.

Note that you cannot set the address remotely via the LinkManager con-
nection.

The following refer to the procedure for SIMATIC Step7. It is assumed that the
same drivers works for the TIA Portal.

1. Install the software from the CD enclosed with the NL-50 adapter.
Select “Install Step7® Driver IBHNet”.

netLINK MPI / netTAP MPI

| ¥ Install STERT® Driver IBHNet -
Install SyCon Configuration Tool
Open Documentations Directory

—

P 4
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2. Next, “select IBHNet-Treiber installieren” (German for “Install driver”).

llIBlSafte

b Creaie IBH Link S7, IBH Link S7++, IBH Link S7 Plus
 Ontineshop CIBHNet-Treiber installieren>

» Support - IBHNet Do entation

r Download

Kontakt

-

Messen !/ Events

-

Internationale Hindler

-

Presse

-

IBHzoftec GmbH
Turmstr. 77

64743 Beerfelden
Telefon: +49 6068 3001
Fax +49 6068 3074
info@@ibhsoftec.de

- Zum Seitenanfang

3. Follow the on-screen instructions.

IBHNet - InstallShield Wizard

Choosze Setup Language

& language for th

InstaliGtield ¢ Back | | Mewt 5 Cancel
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IBH_Net - InstallShield Wizard

‘Welcome to the InstallShield Wizard for IBH_HNet

Theln

< Back H . ] Cancel _|

IBH_Net - InstallShield Wizard

License Agreement
ad the f i

License Agreement

This iz a legal agreement between you [either an individual or an entity), the end user, and
IBH softec GmbH.

1. Grant of license.

Thiz license agreement [License'] permits vou to uge one copy of the specified version of the
|BH softec GmbH software praduct on any single computer. |f the software is permanently
installed on the hard dizk or other storage device of a computer [other than a network. zerver]
and one person uzes that computer more than 80 percent of the time it iz in use, then that
person may also use the software on a portable or home computer.

2. Copyright.

The software iz owned by |EH softec GmbH and is protected by copyright laws. Therefore,
you must treat this software the zame as any other copyrighted material except that you may
either [a) make one copy of the software solely for backup or archival purpozes, or [b] transfer
the zoftware to a single hard disk provided you keep the original zolely for backup or archival
purpozes. ou may not copy the written materials accompanying the software.

InstallShiield < Back Yes Mo
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IBH_Net - InstallShield Wizard

Choose Destination Location

Jp will izt

stall ta a different

IBH_Net - InstallShield Wizard

Select Program Folder

a program folder.

Secomea LinkManager
Startup

SyCon System Configurator
winFrap

InstaliShield < Back Mext Cancel
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IBH_Met - InstallShield Wizard

Setup Type
type th

@ French

InstalbShild | <Back ”— el T

Cancel

IBH_Net - InstallShield Wizard

InstallShield Wizard Complete

d |BH_Met

NE program, Pou
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4. After reboot, start the “IBH Link S7” search application.

@’ Set Program Access and Defaults
%—_\‘) ‘Windows Catalog

% ‘Windows Update

Simatic
]

Programs

Documents
Settings

Search

TSI ) Additional Tools
Help and Support T Administrate IBHNet stations
Fun... d Documentation
@ IBHMet Documentation
Log OFf admin. . MW Search IBH Link 55 and configure

T search IBH Link 55++ and configure
Turn OFF Computer... 9 Search IBH Link

us, ++3 and configure

Ta return to your computer, press Chil+Al,

5. If you have more than one network adapter in your computer, select the one
that the NL 50-MPI adapter is attached to, and click OK.

% IBHLinks in the local network

Found IBHLink s:

- ddea Cu =

% Multiple Network Cards detected

— Pleaze chooze the Metwork Card for the 1BH Link zearch

D escripbies— | IP address mC'EEMV‘——-I-MdLESS |
(" irtualb ox TAP Adapter - Packet Scheduler Min,.. 169.254.92.114  00-FF-FB-BE-48-.. DHCP
[ PCHET Family PC| Ethernet Adapter - Pa.. 1721615109  00-0C-23B1-6B-.. DHCE

Fi

Multiple Metwork Cards were detected in paur PC,
Flease choose the Metwork card for the [BH Links search.

] 4 | Cancel | Help |

] 8 Settings Search again | Help |
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6. The software will automatically search for the MPI adapter, and it will show
up on the screen. Select it, and click Settings.

% IBHLinks in the local network

~ Found |BHLinks:

MALC Address | Type

IP Address

| Station name

00-02-A2-24-75-46 NLEOMPI

[ Configuration via Fouter

/

0.0.0.0

sEttK [

0K

Search again

I Help

7. Give the adapter a temporary IP address_in the same subnet as the net-

work adapter of your PC, and click Set.

% IBHLinks in the local network

— Found [BHLinks:

MaC Address | Type

| Serial Mumber | IP Address

| Station name |

00-02-42-24-75-46  NLEOMPI 338N

Set IP-Address

IP-Address:

172 016 . 15 . 249

0.0.0.0

| Se

Cancel

[ Configuration via Fouter

0.0.0.0

0k

| sotigs

Search again

Help
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8. If the IP address is in the correct subnet, the software will tell you that it has
set the IP address temporarily, and it needs to be saved permanently.

Click OK, and then click Settings again.

% IBHLinks in the local network

— Found IBHLinks:

MALC Address | Type | Seral Mumber | |P Address | Station name

00-02-842-24-75-45  MLSOMPI 33831 0000

IP-Address was successfully set, The address is only temporary.,
In the IBHLInk settings 'Save permanently’ needs to be executed,

[ Configuration via Fiouter I 0.0.0.0

Search again

Ok Settings

Help

9. Type in the IP address that should be used by the MPI adapter on the DEV
network of the SiteManager. Press Save permanently and select Yes

when prompted for restarting the adapter.

X|

IBHLink settings - 00033831 MAC: 00-02-A2-24-75-A6

Metwark | MPI/Profibus | Time synchronisation | Firrrware: I Diagnostics |

—Address settings:

|1U.U.U

-3 * Static
|255. o, 0.0

|n o, 0.0

ort 1099 iz always active]: I

P-&ddress:

Subnet mask:

r Authentification

Wzernarme: I

Faszward: I

Change password

— Fouting option:
[ Configuration with MetPro

Save permann{ I

Cancel |

10. The MPI adapter is now configured with a permanent IP address, and is

ready to be attached to the DEV side of the SiteManager.
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Appendix C — Changing transfer method on Siemens
HMI

In order to be able to download to a Siemens panel, you need to change the
transfer method to Ethernet. You do so by entering “Control Panel” on the
panel, select Transfer Method and change the method to Ethernet:

Application note, Siemens PLC and SIMATIC STEP 7 / TIA portal Page 42 of 43

sechmed



Notices

Publication and copyright

© Copyright Secomea A/S 2008-2015. All rights reserved. You may download
and print a copy for your own use. As a high-level administrator, you may use
whatever you like from contents of this document to create your own instruc-
tions for deploying our products. Otherwise, no part of this document may be
copied or reproduced in any way, without the written consent of Secomea A/S.
We would appreciate getting a copy of the material you produce in order to
make our own material better and — if you give us permission — to inspire other
users.

Trademarks

LinkManager™, GateManager™ and SiteManager™ are trademarks of
Secomea A/S. Other trademarks are the property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the
products described herein without notice. The publication of this document does
not represent a commitment on the part of Secomea A/S. Considerable effort
has been made to ensure that this publication is free of inaccuracies and omis-
sions but we cannot guarantee that there are none.

The following paragraph does not apply to any country or state where such pro-
visions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGE ALLEGED IN
CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.
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