Application Note
Rockwell Automation PLC / PAC and
RSLinx / RSLogix

This document guides you through the setup of proprietary vendor specific
software installed on you PC. Your supervisor may provide you with addi-
tional or alternative instructions.

The document consists of standard instructions that may not fit your particu-
lar solution. Please visit our support website for latest revisions of documen-
tation and firmware:

http://www.secomea.com
Version: 2.0, December 2010
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Prerequisites for This Guide

The following guide will assist you to setup a remote and online connection to
the Allen-Bradley and Rockwell equipment placed on the customer site using
your RSLinx/RSLogix programming software installed on your PC.

Prerequisites for this guide are:

® You have an operational LinkManager installed on your PC with a LinkMa-
nager certificate that allows you to connect to the SiteManager agents.

® You have the Rockwell Automation PLC / PAC and RSLinx/RSLogix soft-
ware installed.

® You have the Allen-Bradley or Rockwell device agent installed and confi-
gured on the SiteManager at the remote site, and there is access between
the SiteManager and the PLC. (A Serial attached PLC must be configured
with agent device type Serial or Ethernet+Serial on the SiteManager. A
network attached PLC must be configured with agent device type Ethernet
or Ethernet+Serial on the SiteManager).

If this is not the case, we kindly ask you to contact the person / department re-
sponsible within your own company or at the company responsible hereof.

System Overview

The communication path is as follows:

RSLinx/RSLogix = LinkManager - GateManager - SiteManager - PLC.
This guide will elaborate on the components marked with bold.

The following system overview depicts a SiteManager 3134 at the customer lo-
cation:
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1. Ethernet Connection

The following describes how to connect the RSLinx/RSLogix to a Rockwell
PLC that is attached to a SiteManager via Ethernet.

1. Locate the agent that represents you TCPI/IP attached PLC

‘ d} LinkManager Conscle - Peter Koldig Hansen @ Li... ‘ |

ﬁ - > =3 @ - Page~ Safety~ Tools~ @-

sechmea

cly

[ Logout | [ services | [

Sniffer | [ Refresh |

ROOT.demo.Toplevel. EMEA.Denmark.CustomerF.Production Plant 1

E—»— ROOT @ GR- BE&R Web* (SiteManager) - 172.24.2.200 ®
»— customer 53" GR- BER X20* (SiteManager) - 172.24.2.200 =
= deme 53 ABB PM554% [SiteMansger] - 172.24.2.77

Toplavel 537 backhoff* (SiteManager) - 172.24.2,199 @
EMEA 53 Omron PLC* (SiteManager) - 172.24.2.122 ]
é—-_ Eonree 53" Phoenix Contact* (SiteManager) - 172.24.2.128 ]
CustomerF * 53" Rockwell Micrologic 1100* (SiteManager) - 172.24.2.120 @

Production Plant 1
Production Plant 2
LinkManager

53" Schneider M340* (SiteManager) - 172.24.2.131
" siemens MPIbus (SiteManager)
53" Siemens 57-300% (SiteManager] - 172.24.2,129

o

137 Wago* (SiteManager) - 172.24.2.135

Expand

Show all

2. You will not see any activity on it yet. This only starts when you connect to the
PLC via your project (Make a note of the IP address of the PLC):

chy

[ Disconnect ] [

Logout ][ Services ][ Sniffer ]

ROOT.demo.Toplevel. EMEA.Denmark.CustomerF. Production Plant 1

172.24.2.120

Rockwell Micrologic 1100* (SiteManager)

37 @ Rockwsll Micrologic 1100%  172.24.2.120:80,2222,44818  IDLE o o o a
;44818 (udp) DLE 0 o o

3. Start RSLinx and select Communications

5 RSLinx Classic Lite

File  View ey

R3who

BN Station DDEfOPC  Security  Window Help

Configure Drivers. ..

Configure Shorkcuts, .,
Configure Client Applications...
Configure CIP Options., .,

Driver Diagnostics. ..
(CIP Diagnoskics. ..

TRIAL VERSION

T 110309 |0Z48FM -
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4. Select Configure Drivers and select Ethernet devices:

tation DDE/OPC  Security  Window Help

AddMew... |

1
17B4-KT K T[D)PETRHD)/PCME for DH+/DH-485 devices L
1784-KTC[+] for ControlMet devices J Statug

DF1 Polling taster Driver T

1784-PCC for Contrallet devices Eﬂﬂ:::g
17B4-PCICIS] far ControlN et devices Rufii

1747-PIC / AIC+ Driver = g

DF1 Slave Driver unaing
5-5 50/5D2 for DH+ devices Runring
DH485 UIC devices Running
“irtual Backplane [SoftLogix58=«, USE] Funning
DeviceMet Drivers [1784-PCO/PCIDS, 1 7704FD SONPT di TRIAL YERSIOMing
PLC-5 [DH+] Erlator driver Running
SLC 500 [DH485] Emulatar driver ~| Running
SmartGuard USE Driver

SoftLogixd driver

[ 1tjoaie [ozEsaEm

For Help, press FL

5. Specify the Target PLC IP address, and click OK

R RSLinx Classic Lite
File Wiew. Communications

ﬂs— w Cnfigure driver Rockwel I

Station Mapping |

Configure 0

P— Station IHusl Name Add New |
ke 0 22827

| Ethernet %] Driver Delete |

— Canfigured

| Mame af
1722413
15921681
&8_DF1
4B_ETH
4B_ETH
HB_ETH
AB-Test
Ethemet} TRIAL VERSION
Ethemnet
Fiocwell

oK I Cancel Boply
For Help, press F1 | 11f03(00 | D248 PM

6. The PLC should be found on the specified IP in RSLinx

Note: If the device appear with a yellow question mark, you may want to try
selecting the Ethernet/IP driver instead. This driver works over UDP, which is
also supported by this solution. LinkManager will, however, not be able to
propagate a UDP broadcast, so the device may not appear in RSLinx, but you
will still be able to connect from RSLogix to the IP address of the PLC.

7. Start up RSLogix and choose your project. Note that the IP address in the
project must correspond to the PLC.
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‘Q‘ RSLinx Classic Lite - RSWho - 1
File Wiews Communications Station DDE/CPC  Security  Window  Help

¥ Autobrowse Fiefresh I Browsing - node 172.24.2.120 found

== warkstation, PLC-PCL
&5 Linx Gateways, Ethernet
25 1722412080, Ethernet 175.54.7.150
Fr 192165150, Ethernst 1763-L16E. .
L = fai | RS AL=]

H' RSLogix 500

FEN View Comms Tools Window Help

Mew... ChrHN
Cpen... Chro
EBackup Project...  Ctr4E E o+~ T 3E 3£ <> 4> A AEL AES IEI

Print Setup... 3y HIAL VERSION 5 T TimersCounter & InputiOutput A Compare |

2 ML1100

Summary Info...
Exit

8. Select Remote Run and you should now become online on the PLC:

File Edit View 5 il 5 i Help
IDEH|E| % BR] o B e = R

Mo Edits . Foces Enabled [

Diiver: 8B_ETH-1

El “H TT 4F 3F <r 4 A AEL AES

4> [\User ABit 4 TimeriCounter A InputiOutput £ Compare |

75 SECOMEA-ML1100
=3

Project

=7 Cantraller TRIAL YERSION 6l< =l
- i Cortroller Properties
Q Processor Status T4:0 A r— J
% Function Files ooz Jesgmm | TinerOnDely S
180 10 Configuration LH Tf‘“’“ T44
L:}I)}E Channel Configuration gmtBase 16?< ol
rese
=-{Z1 Program Files S A7
B svso-
B svs1- MY
& LaD 2 - MaIN_PROG P Mave —
=-{{] DataFiles Somrce  T40.ACC
B cross Reference 432
Drest H7:2
43=
[ s2-s181US o =
A = Tan amm
& I |3 4 MAIN_PROG /£, [«] | LIJ I
For Help, press F1 [z:o000  [aPP [READ [Disabled V]

9. You can now observe data traffic in the LinkManager:

ch

[ Dlscannect] [ Logout ] [ Services ] [ Sniffer

ROOT.demo.Toplevel. EMEA.Denmark.CustomerF. Production Plant 1

Rockwell Micrologic 1100* (SiteManager) - 172.24.2.120

37 @ Rockwell Micologic 1100%  172.24.2.120:80,2222,44818  IDLE
144818 (udp) IDLE
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2. Serial Connection

The following describes how to connect RSLinx to a Rockwell PLC that is at-
tached to a SiteManager via a Serial cable.

1. Locate the agent that represents you serial attached PLC

| LinkManager Console - Peter Koldig Hansen @ Li... ﬁh v E > = m ~ Page~ Safety~ Tools ~ @"
sechmea l
[ Logout | [ Sewices | [ sSniffer | [ Refresh
ROOT.demo.Toplevel.EMEA.D .Cust F.Prc ion Plant 2

El—»— ROOT &" SiteManager <Connect ali> e

}— customer r \__'_;" Rockwell Serial (SiteManager)
B demo @7 TrendNet Camera® (SiteManager) - 172.24.2.181 @4

B+ Toplevel
T e

B~ Denmark
El—— CustomarF
&% Production Plant 1
-&% Production Plant 2
-& LinkManager

Expand =l Show all

2. When connecting the agent, you should see some activity in the tray icon
area, which is the auto configuring of a virtual serial port. If your SiteManager,
and PLC is correctly attached, you should also see the status of the agent be-
come OK, and a few bytes of traffic:

[ Discunne-l:t] [ Logout ] [ Services l [ Sniffer ]

ROOT.demo.Toplevel.EMEA.Denmark.CustomerF.Production Plant 2

Rockwell Serial (SiteManager)

Connects Packets Bytes
Agent Address Status
ok Fail B x B x
<7 Rockwell Serial 172.24.2.1:23 --> 127.0.0.1 IDLE [ 1 o 3 3 &3 732 )

3. Now right click the LinkManager system tray Icon, and select Status. Make
note of the Serial port that has been assigned (in this case COMb):

] State: Running
\1) Device Mame: LinkManager
Product Mame: LinkManager 6041
Firmwtare: Ye041 10241
Serial Mo: 4100F0000010
1P Address: 10,127,128.129

GateManager: 130.226,210.172:80
SM Connection: ROOT,demo. Toplevel, Ameticas. Brazil, Customer & 13 Omeon PLC (SM2034-Thetw'all)

Installed routes:
172.24.2.11

Serial port emulation:
COMS; 172.24,2,11:23 1200, 7el MNone [Omron PLC]

.
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Right click the LinkManager system tray icon again, and select Options. Enter
the number of the COM port you found under status. This will ensure that you
will always get this port in the future (note that this feature only exist in Link-
Manager version v6041_10185 and newer). Note that if you change the port
you must stop and start the LinkManager.

Met Type-
25 tark ~
COM part i

P —
ITI Cancel

Note: You can also force another COM port (e.g. COM2). Just ensure in your
Windows device manager, that the port is not conflicting with an existing COM
port. See Appendix A for info on how to organize COM ports.

4. Open RSLinx and select Communications - Configure drivers:

¢ RSLinx Classic Lite - [RSWho - 1]
=% File View NEEGTEREGEN Station DDEJOPC  Security  Window  Help

| 218

¥ Autabrowse

RSwho

Confige -
Configure Shorteuts...
Configure Client Applications. .. %
Configure CIP Options. ..
Configure Gateway. ..

Browsing

w5 Liny
Liro:
Gatew..,
Driver Diagnostics. ..
(CIP Diagnostics.. .

Configure communication hardware CAP |NUM 10{13{10 | 1Z:20 PM

5. Select the driver type RS-232 DF1 devices. Click on the Add New... button.
(DF1 is the protocol that all Rockwell PLCs have by factory default):
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- = Works

g L

Add Hew... | m

i~ Configured Drivers:

Mame and Description | Status |

d

Corfigure..
Startup...
Start

|
Stop |
o]

Dielete

For Help, press Fi AP MUM. 10/13/10 [12:21 M A

6. RSLinx will ask for a name, you can leave it at the default name AB_DF1-1:

- |O]X]

B8 File View Communications Station DDEfOPC Securty Window Help

= ~ twallable Criver Types. o
[ L oze |
#ds U |HS-232 DF1 devices LI Add Mew |

i~ Configured Drivers:

Add New RSLinx Classic Driver
Choose a name for the new driver. 0K
[15 characters masimum)
Cancel |
|4E_DF1-1

Ed

Mame and Descriptior
Canfigure, .

tartup...

Start

Stop

daadi

Delete

For Help, press F1 lcap UM 10f13(10 | 12:21 PM A

7. Set the parameters to communicate with the PLC and select OK. The COM
port should match the one defined previously for the LinkManager:
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2+ RSLinx Classic Lite - [RSWho - 1]

&8 File View Communications Station DDEJOPC  Securiby  Window  Help
Configure RS-232 D1 Devices
Device Mame:  AB_DF1-1
—eailable Driv = |
i i ose
da L [Rs-232 DF1 _
Comm Party | COMS vI Device: !SLC-CHU.-’Micm.-"PaneI‘\u"\ew LI Help |
i~ Configured D
Name and Baud Bate: Statlgn Murmber: Iﬂﬂi
(ecina) rfigure . |
Parity: INune - Errar Checking: |BCC o Startup |
Lartup...
Stop Bits: |1 - Protocol IFuIIDupIeH - otart |
Stop |
Auto-Corfigurs | ‘ — |
Delete
™ Use Modern Dialer
QK. I Cancel Delete Help |
For Help, press F1 [CAP [NUM | | 10/13{10 | 12:21 PM |

8. Observe that the status of the driver is “Running”. This means the PC has
opened the COM port and is trying to communicate with the configured para-
meters. Select Close.

DDEJOPC  Security  ‘Window Help
e et Configure Drivers Wl
~ Aweailable Driver Types: o
s - e
: FS-232 DF1 devices ~| Add New...
s AR Help |
-~ Canfigured Drivers:
Marme and Description | Status |
AB_DF1-1 DH485 Sta: 0 COMS: RUNKMING Funning Corfigure:
For Help, press Fi IEEP_ |N_Llﬁ | il_D,I’IS_,ii_D_ |'1'2_z1ﬁ|_ //_:I

9. Before opening RSLogix, you can check if you can communicate with the PLC
with the configured parameters. Open RSWho inside RSLinx, and select the
driver (AB_DF1-1). If the PLC is represented by a PLC icon the PC is com-
municating with the PLC through the serial driver:
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5 RSLinx Classic Lite - [RSWho - 1]
% File Wiew Communications Station DDEfOPC  Security Window Help

#| sl8|
¥ Autohrowse | Fiefresh I En Browszing - node 0 found
(=1 = Workstation, ALBERTOWM L,
z?-,g Linx Gateways, Ethernet E
=ds a0 01
00, Workstation, DF1-COMS DFI-COMS | ML1400

& 01, MicroLogix 1400, ML1400

AP MM 10/15(10 [1z:22pM /|

For Help, press F1

10. Now open RSLogix and select Comms > System Comms.... This is the
menu that contains the features “Go Online”, “Upload” and “Download”.

(=19

Tools  Window Help

Mo Edits Upload. .. =
Diiver: #B_DF1-1 4> [\User {Btt A Timericourder A InpLtioutpit 4 Compare |

File  View

[0 & | I - | e en e eans] ]« =
“Who Active Go Online

OFFLINE Go Orline k El 14 T dE DE <> O 4> AEL sEE El

Seleck Driver, processor address, etc,
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11. Select the PLC and select the Online button

" 3 wiridow  Help
DEH|S] 4 Be|- o SlaE % YRR )] e -]
[oFFLINE B [ == Ese o e o m o o
Mo Edits +| [Foices Dinabled |+ - -
Driver. A8_DF11 [41» [\User {Bt £ TimeriCounter A Input/ioutput £ Compare

Communications
¥ Autobrowse “o- | BallE= Browsing- nede Dfound Ok

wiorkstation, ALBERTOVM Address | Device Type | Oniine Name o
# &5 Linx Gateways, Ethernet Eo0 Workstation M5
= AB_DFL-1, DH-465 =i Micrologix 1

= 0o, workstation, DF1-COMS -
&= 01, MicroLogix 1400, ML1400

Upload

Dewnload

< i

Current Selection ey Ti £
Server: RSLinx AP Driver: AB_DF1-1 =ply Timeout
Mode: [1 Decimal (=1 Octal] Type: SLES00 0 [Gec)

I~ “pply to Project

Faor Help, press FL [o:0000

[zt [READ | o

12. You are now online with the PLC

-+

o]

= 0 Forea Fles
D co.cun

el L]

sechmea f l L

[ Disconnect | [ Logout | [ Services | [ sniffer |

ROOT.demo.Toplevel. EMEA.D k.C .Production Plant 2

Rockwell Serial (SiteManage

<I”  Rockwell Serial  172.24.2.1:23 —-> 127.0.0.1 IDLE
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3. Ethernet connection via WindowsXP under VMWare

You can run the RSLinx/RSLogix software inside a VMWare engine, to a Allen-
Bradley / Rockwell PLC that is Ethernet attached to a SiteManager.

Note: LinkManager must be installed on the hosting machine,- and NOT inside
the VMWare Windows XP image. LinkManager cannot run inside a VMWare vir-
tual machine.

The following illustrates VMWare Player, which can be downloaded from
http://www.vmware.com/support/product-support/player/

10. Locate your WindowsXP that has RSLinx/RSLogix installed, and enter Edit
virtual machine settings.

Eﬂ indows 3

Windows XP Professional 2

State: Powered Off
0S: \Windows XP Professional
Yersion: \Workstation S.x virtual machine
RANM: 1024 MB

@ Play wirtual machine

‘“ ég’ Edit virtual machine settings

11. Make sure the Network Adapter settings is set to NAT:
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http://www.vmware.com/support/product-support/player/

[T VT o

‘.ﬂ

x5

Yirtual Machine Settings

Hardware | Options |

Device status

Device Surnmary

2 Memary 1024 MB Connected

* Processors 1 Conneck akt power an

{e=yHard Disk (IDE) & GB (Preallocated)

(2)CO/OVD (IDE)  Aubo detect Mebwark connection

H Floppy Using drive: A: (O Bridged: Connected directly to the physical network.
= Adapter  NAT : )

Replicate physica k- cann ate

Ll
@ USE Contraoller Present

@Serial Part Using part COME (5) NAT: Used to share the host's IP address
/ ) Host-orly: A privake network shared with the host

Add,., ][ Remove

L oK I[ Cancel ][ Help

12. Start the VMWare engine and on the host PC start LinkManager.

13. Follow the procedure of section 2 TCP Ethernet Access to get access to the
PLC via LinkManager
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4. Serial connection via WindowsXP under VMWare

You can run the RSLinx/RSLogix software inside a VMWare engine, to a Allen-
Bradley / Rockwell PLC that is Serial attached to a SiteManager.

Note: LinkManager must be installed on the hosting machine - and NOT inside
the VMWare Windows XP image. LinkManager cannot run inside a VMWare vir-
tual machine.

The following illustrates VMWare Player, which can be downloaded free of
charge from http://www.vmware.com/support/product-support/player/

1. Locate your WindowsXP that has RSLinx/RSLogix installed, and enter Edit
virtual machine settings.

Windows XP Professional 2

State: Powered Off
05: Windows %P Professional
Version: \Workstation S.x virtual machine
RANM: 1024 MB

@ Plary virtual machine

“ ég’ Edit virtual machine settings

2. Make sure there is a Serial Port available in the hardware list. If not, you
should add it like this:
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¥ Virtual Machine Settings X

Hardware [Options. |

_D'?Vice BB & dd Har dware Wizard z’
2 Memory 1024

H Processors 1 Hardware Type
(eHard Disk (IDE) 8 GB What tvpe of hardware do wou want to install?
(S)COjoVD (IDE) Auto

| )
Floppy Ysingl - Hardware - Explanation
Estwork Adapter  NAT (D Hard Disk add a serial part,

@USB Controller Prese @CD,I'DVD Drive
EI Floppy Drive
Network Adapter
@USB Controller
'-G' ' Sound Card
@Parallel Part:

(510 Serial Port
@Generic SC51 Device

l Next = i[ Cancel J

™~

add.., Femove

[ (0] ”_ Cancel ][ Help J

Note: The PC you are installing on must have a physical or virtual COM port
defined in order for VMWare to allow adding a Serial Port. You can verify if
you have a Serial port on your PC, under Windows Control Panel > System
- Hardware - Device Manager - Ports (COM & LPT). Alternatively you can
start LinkManager and connect to the serial Agent, which will create a COM
port.

On Windows 7 it is possible to add a COM port under the device manager
even though the PC does not have a physical COM port available.

L Device Manager

File  Action Miew Help

: g =
-1 Parts (COM &LPT) /
;,-" Communicakions Paort (COM1)

3. Check that it is set to use the physical serial port on the host.
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Add Hardware Wizard E
serial Port Type

What media should this serial port access?

Serial port

() Use physical serial port on the host b
(3 Qukput bo File
(3 Qukput o named pipe

[ < Back. ]I Mext = l[ Cancel ]

4. Click Next. If you have not started the LinkManager, you will probably only
have COM1 and maybe COM?2 available. This does not matter for now, as
you can change that when the VMWare image is running.

5. Press OK twice, and select the Select Finish and OK, Start the VMWare
WindowsXP image, and start the RSLinx/RSLogix software.

6. Follow the procedure described in section 3 Serial Access on getting access
to the PLC via LinkManager.
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Appendix A, Organizing COM ports in Windows

Clean up Windows Registry for redundant COM ports:

You may want to use a lower COM port number. In case your PC assigns a
COM port of e.g. 13, it may be due to previous installs of virtual COM ports from
in relation to installation of other programs.

You can clean your PC for redundant COM ports in Windows registry:

1. Open regedit (Start > run > Regedit)

2. Navigate to:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro\COM
Name arbiter
In the ComDB set all values to 00

Restart your PC

Enable LinkManager to use COML1.:
If you prefer the COM port to be COML1:

Even if no COM ports are installed on the PC, Windows will never assign a
COM port lower than COM3 to the LinkManager. You therefore have to do the
following to force LinkManager to use COM1.:

1. Open Windows Control Panel - System - Hardware = Device Manager
- Ports (COM & LPT).

2. |If there already are physical COM ports listed, you must re-assign the port
numbers to free up COML1.

Right click a COM port and select Properties - Port Settings - advanced
Change the COM port number in the drop down list.

Restart your PC.

Right click the LinkManager system tray icon and select Options.

Enter 1 in the COM port field.

L o

Met Type
I i
COM port 'y

1
k. | Cancel

7. Stop and Start the LinkManager and start the Serial agent.

Application note, Rockwell PLC / PAC and RSLinx/RSLogix Page 18 of 19

Version: 2.0, December 2010 |



Notices

Publication and copyright
Rockwell PLC / PAC and RSLinx/RSLogix, Version 2.0, December 2010

© Copyright Secomea A/S 2010. All rights reserved. You may download and
print a copy for your own use. As a high-level administrator, you may use what-
ever you like from contents of this document to create your own instructions for
deploying our products. Otherwise, no part of this document may be copied or
reproduced in any way, without the written consent of Secomea A/S. We would
appreciate getting a copy of the material you produce in order to make our own
material better and — if you give us permission — to inspire other users.

Trademarks

SiteManager™, LinkManager™ and GateManager™ are trademark of Se-
comea A/S. Other trademarks are the property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the
products described herein without notice. The publication of this document does
not represent a commitment on the part of Secomea A/S. Considerable effort
has been made to ensure that this publication is free of inaccuracies and omis-
sions but we can not guarantee that there are none.

The following paragraph does not apply to any country or state where such pro-
visions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGE ALLEGED IN
CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.

Secomea A/S
Denmark

CVR No. DK 3136 60 38

E-mail: sales@secomea.com
WWW.Secomea.com
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