Application Note
BER PLC and Automation Studio

This document guides you through the setup of proprietary vendor specific
software installed on you PC. Your supervisor may provide you with addi-
tional or alternative instructions.

The document consists of standard instructions that may not fit your particu-

lar solution. Please visit our support website for latest revisions of documen-
tation and firmware:

http://www.secomea.com
Version: 1.0, April 2011
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Prerequisites for This Guide

The following guide will assist you to setup a remote and online connection to
the B&R equipment placed on the customer site using the B&R Automation
Studio Software.

This guide concentrates on a B&R X20 1483 PLC with Ethernet, but may also
work with other Ethernet enabled B&R PLCs.

This guide refer to Automation Studio version 3.081, but other versions and
other B&R software packages may also work.

Prerequisites for this guide are:

® You have an operational LinkManager installed on your PC with a LinkMa-
nager certificate that allows you to connect to the SiteManager agents.

= You have the B&R PLC and the B&R Automation Studio software installed.

® You have the B&R / Ethernet device agent installed and configured on the
SiteManager at the remote site, and there is access between the SiteMa-
nager and the PLC.

If this is not the case, we kindly ask you to contact the person / department re-
sponsible within your own company or at the company responsible hereof.

System Overview
The communication path is as follows:
Automation Studio 2 LinkManager - GateManager - SiteManager > PLC.

This guide will elaborate on the components marked with bold.

The following system overview depicts a SiteManager 3134 at the customer lo-
cation.

The procedures in the following apply to any SiteManager model.
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1. Ethernet Connection

1. Login with your LinkManager and locate the agent that represents your
TCPI/IP attached PLC. Click the text (that turns orange at mouse over) to
connect to the PLC.

sechmed l
Logout | [ Services | [ sniffer | [ Refresh |
ROOT.demo. EMEA.D. . CustomerF.Production Plant 1
E—v ROOT &7 B siteManager <Connact all> @
El—v— dema €537 BaR M20% (SiteManager) - 172,24.2.200 =5
B = Toplevel £33 Fapdill 11 (SiteManager) - 172,242,204
- Accounts =k FBS* [SiteManager) - 172,24,2,204
B v EMEA Mitsubishi 16M* [SiteManager) - 192.168.3.1
El—v— Denmark ¥ MitsubishiQ61P (SiteManager) - 192 168.0.160
B~ CustamerF £33 Ormron PLC* (SiteManager] - 172.24.2,122 @
g Production Plant 1 / {537 Phosnix Contact® (SiteManager) - 172.24.2,128 @
»— test £33 Rockwell Micrologic 1100% (SiteManager) - 172,24.2.120 @

®

£37 Bchneider M340% (SitaManager) - 172.24,2,131
£ siermens MPIbus (SiteManager]

£37 Siernens 57-300% (SiteManager) - 172,242,129
£537 Siernans1200% (SiteManager] - 172.24.2,205
£ SiermensPanal® [SiteManager) - 172.24.2.191
£33 wago* (SiteManager) - 172.24,2,135

[ showall | [ Expandall | [ Refresh

. 1.

[ showall | [ Expandall | [ Refresh |

2. You will not see any activity on it yet. This only starts when you connect to the
PLC via your project (Make a note of the IP address of the PLC):

[Disconnact] l Logout ] l Services ] l Sniffer ]
ROOT.demo.Topl 1.EMEA. D k. Cust F.Production Plant 1
B&R X20* (SiteManager) { 172.24.2.200
Connects Packets Bytes
Agent Address Status

ok Fail e x e x
£537 Bl paR ®20*  172,24.2,200:11159 (udp)  IDLE il il il il il il
@_ +80,5900 IDLE o o o o o o

Hint: You are in princple now connected to the PLC, and you could make a
ping to the PLC IP address.

3. Start the Automation Studio and communicate on the IP address as you would
normally have done if you were sitting in the local network with the PLC. The
following illustrates some basic screenshots:

NOTE: The Automation Studio’s network Browse function will not work via the
LinkManager connection. This is due to the UDP discovery from Automation
Studio not being directed to available routes of the PC, but is done as a UDP
broadcast.
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4. Open your project in the Automation Studio, and select Online = Settings.

File Edit View Inset Open Project

CAEEEHG & Be o o

Logical View

R @ e e

Source Control | Online | Tools Window Help

Services

Eorce

Info..

Object Name Descriptic
= [ secomea Default pi
B ] Global typ Global da
B |g] Global var Global va
2 [ Libraries Global lib
BQ Convert IECE113

@ Runtime Intemal s

g Operatar Built-in [E

[ standard This librar

e [ Task A new pro

4 1 L3
™ |ogical Vi...| g Configur... | &) Physical V...

Parsing files far Smart Edit Support.
Parsing finished

E Qutput ] @ Debug ‘ I:aiFimi in Files. | ﬁcallsta(k | % Cross Reference | J?‘r; Reference List
Changes the online settings COM1/RT=1000 OFFLINE

5. Ensure that your project's AR010 connection is configured with the IP address
that the LinkManager is connected to.

File Edit View Insert Open Project Source Control Online Tools Window Help
CAEEEHE FBRE oo X AAE B

= Online Settings* X
FIEI M @ 68 & | 9l v B@ER D & O 8R

Logical View

HAER e e T
Obiject Mame Descriptic || Ethernat Senial | Modem | Remate
= @ ecomea Defeul p Connection Usein  Source M4 Destination L
: g:zg:::?‘; g:zg:: 3: harne active co... hode number IP address k
EF- I3 Libraries Global liby !

BQ Corwert IECE113 dnid
4% Rurtime Intemal =1 || E&" TCFIP O 1
Built-itn IE
This librar
- . Task A new pro

<[ b
= Lo gical Vi... By Configur... | 2 Physical v... || ¢ | m

6. If matching the LinkManager, you can go Online on the PLC by pressing Con-
nect:

File Edit View Insert ©Open Project Debug Source Control  Online Tools Window Help

B b BB oo X eASEgE e EXlAR G2 D) %

P E O | & g !F}ﬁl'l'@ﬁ'§ [

|+ oniine settings*  x ]

B FF [0l [0 & & TERBGEBRD o O
Object Mame Descri: Ethernet | Serial
Bl [ secomea Defau C y lssi c " Destinat
B ohhection s&in ource estination
) g E:EE::'E‘; E:EE:: name active co... node number IF address
) |Librariés [Gibal = ES* ARDOO_TCFIP O 1 127.0.0.1
g€ Conver IECE [ aRD10 O 1 [1i72.24.2 200 |
ﬂg Runtime Interm: @' TERIP O 1
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7. You can now also observe data traffic in the LinkManager:

Logout

[ Disconneck ] [

J [

F.Production Plant 1

] [ Services Sniffer ]

ROOT.demo. 1.EMEA. D 4¢.Cust

B&R X20* (SiteManager) - 172.24.2.200

Connects Packets Bytes
Agent Address Status
ok fail L= rx tx rx
%7 Bl pap w20*  172.24.2,200:11159 (udp)  UP:1 0 0 [ 32 32 245 2,730]
e_ 180,5900 IDLE o u} u} u} u} u]
8. You can also try to click the globe icon.
sechmea |
[ Disconnect | [ Logout | [ Services | [ sniffer |
ROOT.demo.Topl 1.EMEA.Dx e Custy F.Production Plant 1
B&R X20* (SiteManager) - 172.24.2.200
Connects Packets Bytes
Agent Address Status
ok fail = rx =3 rx
B&R H20%* 172,24,2,200:1115% (udp) UP:1 o o Iz 32 845 2,730
180,5900 IDLE o u} u} u} u} u]

9. This will start your default web browser for the PLC. Here you can enter im-

mediately the HTML based Diagnostics Manager menu:

B&R System Diagnostics Manager

System Software Hardware Logger

General Memory Timing

Profiler

CPU Usage

Operational Yalues CPU Configuration

MNode Mumnber: 255 f O=FF Host narme:

br-autorna. ..

Current CPU mode:
Battery status:
CPUtemperature:
CPU usage: 65%

Targettime: 2005-058-17/07:3%:11
Cperating hours: -

Power-on cycles: -

RUM
OK
45°C f113°F

CPU mode switch:

Reboot Mode

after reset:

after powerfail:

after change of CR/HD:

Preserve permanent PY memory
after change of CF/HD:

0x04
service
warm start

warm start

no

Software Versions Tirne zone:

GMT

SNTP server:

SMNTP client:

Server IP address:

SNTP synchronisation interval:
RTC synchronigation interval:

Automation Runtime:
Wizual Components:
Motion Control:
CMC Software:

digabled
dizabled

Prafiling:

FTF:

USE remote install:
CF remote install:

enabled
enabled
disabled
disabled

[c)2009 B&

w.br-autemation.com , Legal

10. If you want to enter the advanced Diagnostics Manager GUI, you may have
to download the Renesis Player-Browser.msi plugin by clicking the link.
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& B&R System Diagnostics Manager - Windows Internet Explarer

@O - |g, httpif 172,242,200/ 5dmfswg. cqittype =load SvgFile &file=index htm| v| ] | ‘?| X |
77 Favarites | /& B&R System Diagnostics Manager | | &~

To wiew B&R?ﬁgnostics Wanager you need to install an SV G-plugin inyour browser.
Click here tp download the plugin from the target.

After successiul installation click continue to start B&R System Diagnostics Manager.

[f for any reason you cannot install the SWG-plugin in your browser
yoll can click here to views the B&R System Diagnostics Manager in HThL-technology.

NOTE: After installing pressing continue does not bring you the advanced
GUI, you may have an incompatibility between your browser and the SVG

plugin.

11. You also have the option to access the PLC Web GUI before you actually
connect to the PLC with the LinkManager. This is done by clicking the globe
icon next to the PLC in the tree view:

Qf-EI— SiteManager <Conpack si=

537 BaR ®z0* (SiteManager) - 172.24.2,200

—ﬁ}" Fatek 111 (SiteManager] - 172.24.2.204

—ﬁ}" Fatek FES* [SiteManager) - 172,24, 2,204
—ﬁ}" Mitzubizhi 16M* [(SiteManager] - 192,168, 3.1
—ﬁ}" MitzubizhiQEe1P [SiteManager) - 192.168.0.160
—ﬁ}" Oraran PLC* [(SiteManager] - 172,24,2,122
—ﬁ}" Phoenix Contact?® [SiteManager) - 172,24,2,128
—{E}" Rackwell Micralagic 1100% [SiteManager] - 172.24.2,120
—{E}" Schneider M240% [SiteManager) - 172.24,2.131

éﬁ

Go To Device

x

oS0

—;_’:j" Siermens MPIbus (SiteManager)

—{E}" Siermens S7-300% [(SiteManager) - 172.24,2,129
—{E}" Siermens1200% [(SiteManager) - 172.24,2,205
—{E}" SiermensPanel* [SiteManager) - 172.24,2,191
—{E}" Wwagaot [SiteManager] - 172.24,.2.135

e 2% o

[ Show all ] [ Expand all ] [ Refresh ]
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2. Ethernet connection via WindowsXP under VMWare

You can run the Automation Studio software inside a VMWare engine, to a PLC
that is Ethernet attached to a SiteManager.

Note: LinkManager must be installed on the hosting machine, and NOT inside
the VMWare Windows XP image. LinkManager cannot run inside a VMWare vir-
tual machine.

The following illustrates VMWare Player, which can be downloaded from
http://www.vmware.com/support/product-support/player/

1. Locate your WindowsXP that has Automation Studio installed, and enter Edit
virtual machine settings.

Windows XP Professional 2

State: Powered Off
05: Windows XP Professional
Version: Workstation 5% virtual machine
RAM: 1024 MB

@ Play virtual machine

* éf'?"' Edit virtual machine settings
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2. Make sure the Network Adapter settings is set to NAT:

PR

Virtual Machine Settings

Hardware | Options |

Device Surmmary Device status

2 Memory 1024 ME c :

B Frocessors 1 Connect at power an

(=Hard Disk (IDE) & GE (Preallocated)

(2)CojOVD (IDE)  Auko dekect Metwark connection

El Floppy Using drive A: () Bridged: Connected directly ko the physical netwark
etwork Adapter  MAT

@USB Controller Present

@Serial Fort Using part COM& (%) NAT: Used ta share the host's IP address
ast-anly: A private netwark shared with the has
() Host-anly: & private network shared with the haost

by ection

Add... ] [ Remaove

Lok ] [ cancel ] |

3. Start the VMWare engine and on the host PC start LinkManager.

4. Follow the procedure of section 1. Ethernet Connection to get access to the
PLC via LinkManager
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Notices

Publication and copyright

© Copyright Secomea A/S 2011. All rights reserved. You may download and
print a copy for your own use. As a high-level administrator, you may use what-
ever you like from contents of this document to create your own instructions for
deploying our products. Otherwise, no part of this document may be copied or
reproduced in any way, without the written consent of Secomea A/S. We would
appreciate getting a copy of the material you produce in order to make our own
material better and — if you give us permission — to inspire other users.

Trademarks

SiteManager™, LinkManager™ and GateManager™ are trademarks of Se-
comea A/S. Other trademarks are the property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the
products described herein without notice. The publication of this document does
not represent a commitment on the part of Secomea A/S. Considerable effort
has been made to ensure that this publication is free of inaccuracies and omis-
sions but we cannot guarantee that there are none.

The following paragraph does not apply to any country or state where such pro-
visions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGE ALLEGED IN
CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.

Secomea A/S
Denmark

CVR No. DK 3136 60 38

E-mail: sales@secomea.com
WWW.Secomea.com
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