EasylLogging Virtual COM ports to
SiteManager serial ports

This guide assumes activation of the EasylLogging/Usage Statistics feature, which is a billable option applicable
to GateManager version 7.0 or later.

This guide will be applicable for users on hosted GateManagers and for customers having their own GateManager

Version: 1.2, May 2017
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1. Introduction

As leased copper lines are being obsoleted and local telephone exchanges are decommissioned in several
countries, a demand for being able to use the internet as replacement for leased lines has materialized. Several
customers have legacy programs that are tied to Serial Ports and Analog modems using leased lines.

Unfortunately, these legacy programs are missing source code and the skills to maintain them, so no changes
can be done to them.

This document shows an example of how to replace the physical serial ports and analog modems with a trans-
parent Easylogging solution.

For illustration of the concept in this document, the 3 party Software from Eltima has been used. For any sup-
port queries and other issues, you must contact Eltima support. Other solutions may work, but have not been
verified by Secomea.

2. Usage scenario and Prerequisites

You need to have ordered the EasyLogging option for your hosted Domain or your own GateManager server.

To test this setup, you need minimum two SiteManagers where the EasylLog Pull Master must be a HW model
for further details on EasylLogging see Easylogging Deployment Guide.
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In this scenario, the test was setup using four Secomea HW SiteManagers and three Modems acting as reference
Serial devices, where connected to the Serial ports of the SiteManagers and associated with the EasyLog Clients

Software used: Serial to Ethernet Connector from Eltima trial mode
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http://ftp.gatemanager.dk/DP_GM-SM-0117-EasyLogging_Deployment_Guide.pdf

3. Installation and configuration

The installation consists of installing the serial over Ethernet from Eltima in this case the 14-day trial mode ver-
sion of the software was used.

Configuration of the 3 x EasyLog Clients and configuration of 1 x EasyLog Pull Master

3.1. Installation of software

Download and install software from https://www.eltima.com/products/serial-over-ethernet/

Install the application.
Choose “create client “

Use the following settings to create 3 clients named COM20, COM21 and COM22 in the Eltima Application.

Settings for Clients:

Edit Client connection "Client COM20"
COM20

COM21 S3UILL BAUGIaIE SHIWELIUT

COM22 Remote servers Sawe list Load list Reset list

Remote host name: | 192.168.5.20 Port: 23

Client Connection name:

Client COM20
Client COM21
Client COM22

Advanced settings Hide advanced settings

+ Connection preferences

General connection settings

+| Connectto remote end only when local virtual port is open

+| On error retry to establish connection every | 1000 : MSec
Network protocol settings

Protocol: Use raw data transmission protocol
() Use Telnet protocol (RFC 2217)

Default port settings

Remote servers:

For Client COM20 use: Remote host name: 192.168.5.20 Port 23
For Client COM21 use: Remote host name: 192.168.5.21 Port 23
For Client COM22 use: Remote host name: 192.168.5.22 Port 23

Advanced settings:
Enable: Connect to remote end only when local virtual port is open
Enable: On error retry to establish connection every 1000 msec
Network protocol settings:

Enable: Use Telnet protocol (RFC2217)
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Data Transfer settings:

Enable: “Notify remote host on local port settings change”

Edit Client connection "Client COM20"

Data transfer settings
' Notify remote host on local port settings change
Allow changing local port seftings (real ports only)

Connection settings
Send “keep alive” v every T : sec, if no reply, every | 1 : B8

Break connection, if no activity for 10 BEC
Add pause between packets [ MSEC
Before sending data wait for 0 msec
Send out the data when the block iz 0 bytes
Send data when received char with code 0

Data buffer settings

Buffer size: |0 +* kB

Buffer small-size packets: Do not for fast response (disable Nagle algerithm)

Connection settings:
Send “keep alive” every 7 sec, if no reply every 1 sec
Data Buffer settings:

Buffer size: 0 kB

Serial to Ethernet Connector 7.1 - O X
i <=New connection ~ +=Incoming requests | Z¥Backup and restore ~ u' Activity log @ Turn Off SEC tempararily @Help ~

Inlormation abou this chent connechon

) ash &
" i
COMY [Virus] TORP Remote Server
COM port information
M i s
| Datate ol +Addnew T I Defate = Mimor T Edit connietion

Signal Lines: Default settings
Proxy/ Security settings: Default settings

In the Eltima final setup notice that connections are listed as disconnected as the setup is not complete and the
local COM ports are not opened.
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3.2. Configure the Serial Ports

We now configure the serial port on each of the 3 EasyLog Clients. The settings are found in the SiteManager
menu System -> Serial

Make sure the SiteManager is connected to the serial device using an appropriate serial cable

Ensure that Protocol is set to Telnet (RFC2217) and Interface is set to Any.

In this setup, we are using the standard port for Telnet which is 23

Make sure that the serial port settings match the connected modem.

In this case, we use settings 9600, 8, 1, N

SETUP » System GateManager VPN Routing Maintenance Status Log « HELP
System Info + General Time « DEV1 « UPLINK UPLINKZ « Serial I/O

Networked Serial Port

Protocol: Telnet (RFC2217) ¥
Serial Driver: Standard v
Serial Driver Frame Size: o bytes
Serial Driver Frame Timeout: o milli-secs
Add Latency: o milli-secs
Send Break on Connect: o milli-secs
Send Break on Disconnect: o milli-secs
Port Mumber: 23

Interface: Ay ¥
Inactivity Timeout: o seconds
Baud Rate: SE0D0 ¥

Parity: Mone ¥

Data Bits: gr

Stop Bits: 17

Flew Control: Mone ¥

Escape Character: K

Meonitor Buffer Size: o Kbytes

AT Command{Response}:

Sawve Status ==
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3.3. Create the EasyLog Client Agents on the Client SiteManagers

Notice that the EasyLog client has been created with the name “Buildingl” and that the IP address is identical to
the loopback address, so its pointing to the SiteManager itself meaning also the local serial port.

T

secomea

SETUP » System GateManager VPN Routing Maintenance Status Log = HELP
About * Troubleshoot

GateManager Agents - Setup Assistant

You can configure an agent to moniter a device connected to the SiteManager Serial port
and TCP/IP enabled devices located on either the DEV network or Uplink network of the SiteManager

Click [Mew], and give the Agent a name (this name will be what the LinkManager user will see),
and select a suitable device type (first vendor then model). Then click on to specify

the device address and other relevant parameters.

The SiteManager will instantly try to connect to the device, and if successful the Agent will
go IDLE and appear on the GateManager and any LinkManager that have been granted access to the
domain of the SiteManager.

If not successful, the Agent will report an error, and the agent will not be registered on
the GateManager and subsequently not on LinkManagers either

Press the [Search] button to search for Ethernet devices that are not yet handled by any Agent.

Help Continue Setup *
Using 1 of 2 agents
Status Disable S/N Device Name Device Type Device IP & Parameters Easylog Comment
NfC #00 Buildingl E::;ilgcc“ert " 127.0.0.1 ¢ S|
Refresh Save New Search SHNMP ==

This completes the setup of the EasylLog Client on a SiteManager.

Notice that the Client has the Fault Status N/C, meaning the device is up, but the EasyLog Client is Not Con-
nected to an EasylLog Master yet.

This is expected as we still need to configure and associate the client to the EasylLog Master on the GateManager.

After replicating the setup on the two other clients proceed to the next step

3.4. Configure the EasyLog Master Pull Agent on the Master SiteManager
Create a EasylLog Master (Pull) agent.

neManoger
dbmea

Sec

SETUP « System GateManager VPN Routing Maintenance Status Log « HELP
GateManager Info « General + Agents * Alerts « Device Relays * Server Relays *« Web Proxy + Status

GateManager Agents

Using 1 of 25 agents

Status Disable S/N Device Name Device Type Device IP & Parameters Easylog Comment
ERROR 00 <ERR | GENERIC v | EasyLog Master (Pull) ¥ '@

Refresh ave New Search SNMP >> [ Parameter Details

Select the Parameter details icon and you will be brought to the next page
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As Log Server Address enter the IP address of the central server connected to the same network as the Mas-
ter SiteManager.

Enter the IP addresses (aka address pool) to be assigned to the EasyLog clients and the port range or ports you
want to open to the clients. Since the EasyLogging supports all different types of agents it has been left open
over a larger port range than the three addresses we need.

If you only want to implement telnet you should restrict it to port 23 only as shown below.

Notice that the address range is set to be exposed on the DEV1 interface and are thereby protected from the
outside world (WAN/Uplink) by the SiteManagers firewall function.

() L L L
sechbmea

SETUP . System GateManager VPN Routing Maintenance Status Log
GateManager Info ¢ General + Agents s+ Alerts +« Device Relays + Server Relays « Web Proxy » Status

MNew "" - EasyLog Master (Pull) Agent

An Easylog Master (Full) agent enables a central log server (typically a SCADA system)
with the specified Log Server Address to actively collect (pull) data from remote devices
controlled by EasylLog Client agents or normal agents with the "EasyLog" option selected.

To reach a device, the log server will connect to an Easyleg Device Address that is an
1P alias for the device enabled on the SiteManager by the EasylLog Master agent.

Mote: Linking of EasylLog Device Addresses with corresponding Device Addresses is done
exclusively in the GateManager portal.

WARMING: IP address conflicts can have highly unpredictable affects on the entire network,

so ensure that the addresses you specify as Easylog Device Address range do not conflict with
existing eguipment in the local network of the SiteManager (the SiteManager itself does not issue any
conflick warnings). If in doubt contact your network administrator

EasylLog Device Devic
Addresses

e gm%

Log
Server

Easylog Master

Device Name: * |Building Master
Log Server Address: * |192.168.5.12
Always Om: Ll

Easylog Device Address range: * |152.168.5.20-30

Forwarded TCP ports: * |23
Forwarded UDP ports: ® 123
Interface: DEV1I ¥

Idle Timeout: |

Custem Settings:

Save Back Ping

* = Mandatory field

For testing, there is a ping button you can use to verify that the Log server is reachable.
If you are using this functionality notice that the Windows firewall may block responses to incoming ping request

Also, make sure you can pass traffic on port 23 also
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3.5. Configure the EasyLog Master (Pull) Agent on the GateManager
Attach the EasyLog master to the domain by clicking “Attach here”

Customer Domain

¥
O, ¢ = [ -Guilding Master (siteManager]) - 192.168.5.12 in &4 JaroPOC

Carnaroaraerm 0

Name: Building Master (SiteManagerl) - 152.168,5.12 Device

EasylLog Device

Product:  Server Relay lWAdU“\“ES \ S
Serial: DOCOAZO170EZFELE0D S ’ @
Master: & SiteManagerl . Tosylog Cllents Y D¥¥ices
Crested:  2017-D4-21 15:40 ) = %
Source IP:  94.18.233.162 Easplog Mastes m
Firmware: 3339_17144 [ Public Releasa 7.2 |

Domain Token: gm 07 .KS)_test JaroPOC

i Attach here | Agents must be attached to a domain to enable remote access.

-

Addresses

Mext: 15:51:18 (in 08:53) g

Last heartbeat: 2017-04-21 15:41:38 (10 seconds ago)
Log Server Address: 192.168.5.12

Easylog Device Addresses: 192.168.5.20-30:23/23+30

Protocol: TCP/UDP

Uptime: 10 seconds

Comment: Eas

Easylog Master (Pull) Configuration

EasylLog Targets: Using 0 of 11 Easylog Device Add

-

[# GoteMonoger sechmea

Next the EasyLog Clients needs to be assigned to the master with the correct IP address

3.6.

Configure the EasyLogging Client Agents on the GateManager

Select the EasyLog Client in the GateManager choose which EasyLog Master you want to connect to and

Select the IP address you want to associate with each remote device

Use: Buildingl
Building2

Building3

Customer Domain

E'I— 3 JaroPOC
3 [Mew account] )
=+ d SiteManagerl

=+ d SiteManager2

& SiteManager3
& siteManagera

L{ Building Master (SiteManager1) - 102 168.5.12

L af Building1 (SiteManager2) - 127.0.0.1

192.168.5.20
192.168.5.21
192.168.5.22

O (4= @}'—Buildingl (SiteManager2) - 127.0.0.1 in gk JaroPOC

(e T e o T v T o E

Name: Building1 (SitzManager2) - 127.0.0.1
Product:  GENERIC - Easylog Client Agent
Serial: DOCOAZ0065DC#00

Master: & SiteManager2

Created:  2017-03-27 14:15

Source IP:  94.18.233.162

Firmware:  v09_vendar_156444

Last heartbeat:

2017-04-21 15:17:17 (6 minutes 33 seconds ago) Next: 15:27:13 (in 01:17) 2

Fasylog Device Address  EasyLog Server Address
Pull made onlyl Push rmocde onky)

=M . D—!$
L (= Devica
90 gasylog Master EasyLog Chen
o

Device Address

&

Device Address: 127.0.0.1

Uptime: 14 days & hours 35 minutes

Easylog Client - Master links

192.168.5.20
192.168.5.21
192.168.5.22
192.168.5 23
192.168.5.24
192.168.5.25
192.168.5.26
192.168.5.27
192.168.5.28
192.168.5.29
192.168.5.30

Building Master (SiteManagerl)
Cancel

» (53 127.0.0.1
Save

M GoteMonoger sectmea
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Press Save and after having configured all the clients the configuration should look like this:

Customer Domain

***** v
Q| (4= = - Building Master (SiteManager1) - 102.168.5.12 in g, JaroPOC

|omme Eprararars 00
BW account

£ & SiteManagerl Name: Building Master (SiteManager1) - 192.168.5.12 EasylLog Device Device Addresses
L] Building Master (SiteManagerl) - 102.168.5.12 Product: Server Relay m?dc!rmm e
& siteManager2 Serial: D0CDAZ017062#EL200 Sevvar i ¢ . %
I_@" Building1 (SiteManager2) - 127.0.0.1 Master: & SiteManagerl W . "m-|;wh.,.-|u-nu. Cuvices
- & SiteManager3 Crested:  2017-04-21 15:40 ﬁ
L & Building2 (SiteManager3) - 127.0.0.1 Source IP: 94.18.233.152 Easylog Master k‘
= yv‘ SiteManager4 Firmware: v333%_17144 [ Public Release 7.2 ]

L@}’ Building3 (SiteManager4) - 127.0.0.1

Last heartbeat: 2017-04-21 15:41:38 (5 minutes 46 seconds ago) Next: 15:51:18 (in 03:33) 2
Log Server Address: 192,168.5.12

Easylog Device Addresses: 132.168.5.20-30:23/23+30

Protocol: TCP/UDP

Uptime: 10 seconds

Comment: Eas

Easylog Master (Pull) Configuration

EasyLog Targets: Using 3 of 11 Easylog Device sz
Log Server  » Easylog Dev.Addr » Easylog Client » Device Address
(=] 192.168.5.12 » (197,168.5.20 > \f Buildingl {SiteManager2) » 127.0.0.1 )
> \f Building2 {SitaManager?) » 127.0.0.1 o
» “' Building3 {SiteManager4) » 127.0.0.1 w

¥ GoteMonager sectmea

Notice all agents has a green status indicating the laptop used in this setup is connected as a log server to the
DEV1 port on the EasyLogging master SiteManager with IP address 192.168.5.12.

4. Testing the configuration

Connect the PC where you have defined the IP address 192.168.5.12 on an Ethernet port that can reach the
DEV1 port of the master SiteManager.

g‘ PuTTY Cenfiguration ? >
Category:
—ISession Basic options for your PuTTY session
L ToLr‘:ngIg:g Specify the destination you want to connect to
Keyboard Serial line Speed
Bedl COM20 8600
Features
—Window Connection type:
Appearance O Raw O Teinet O Riogin () SSH (@) Serial
Behaviour Load, save or delate a stored session
Translation
Selsction Saved Sessions
Colours Comzo
—|Connection r . :
Data Default Settings
Prooy COM21
Teinat comz2 save
Riogin
+SSH Duivte
Serial
Close window on exit:
(O Aways () Mever () Only on clean exit
About Help Open Cancel
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Use Putty or similar terminal software to connect to Com20, Com21 and Com22 for testing the serial devices (in
this case analog modems) are connected to the Serial port of the EasyLogging client SiteManagers

And the verification is done using the AT command which returns an OK from the modem. If you do not have a
valid target for testing, you can connect to another SiteManager Serial Port and set this targets serial port to
SMS Modem

22 CoM20 - PuTTY

2 COM22 - PuTTY 1

Above images shows the completed testing of Building 1, 2 and 3 Modem

Below the virtual comports listed in the Windows Device Manager.

& Device Manager - m] *

File Action View Help

P 7| B o
[~ & SECOLOs2 -~
i Audio inputs and cutputs
i Batteries
0 Bluetooth
[ Computer
- Disk drives
[ Display adapters
& Human Interface Devices
= Imaging devices
E= Intel(R) Dynamic Platform and Thermal Framework
E= Keyboards
w Mice and other peinting devices
B Monitors
F Network adapters
v g Ports (COM & LPT)
W ELTIMA Virtual Senial Port (COM20)
W ELTIMA Virtual Serial Port (COM21)
W ELTIMA Virtual Sesial Port (COM22)

Notice the amount of Comport you can activate is limited to the systems available resources.

For more information regarding EasylLogging please see the EasylLogging Deployment Guides

https://support.secomea.com/dp_gm-sm-0117-easylogging_deployment_guide
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Notices

Publication and copyright

© Copyright Secomea A/S 2017. All rights reserved. You may download and print a copy for your own use. As
a high-level administrator, you may use whatever you like from contents of this document to create your own
instructions for deploying our products. Otherwise, no part of this document may be copied or reproduced in any
way, without the written consent of Secomea A/S. We would appreciate getting a copy of the material you produce
in order to make our own material better and — if you give us permission — to inspire other users.

Trademarks

SiteManager™, LinkManager™ and GateManager™ are trademarks of Secomea A/S. Other trademarks are the
property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the products described herein without
notice. The publication of this document does not represent a commitment on the part of Secomea A/S. Consid-
erable effort has been made to ensure that this publication is free of inaccuracies and omissions but we cannot
guarantee that there are none.

The following paragraph does not apply to any country or state where such provisions are inconsistent with local
law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR
OTHER DAMAGE ALLEGED IN CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.
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